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CVE CVE-2016-6189
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

/

JSON API Print: PDF 1)

Published 2017-02-17 17:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description Incomplete blacklist in SOGo before 2.3.12 and 3.x before 3.1.1 allows remote authenticated users to obtain sensitive infor

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-184 | n/a

Version Source Type Score Severity
3.1 nvd@nist.gov Primary 4.3 MEDIUM
2.0 nvd@nist.gov Primary 4

Vector

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

AV:N/AC:L/Au:S/C:P/I:N/A:N
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https://cve.report/CVE-2016-6189/nist
https://cve.report/CVE-2016-6189/cve_org
https://cve.report/api/cve/CVE-2016-6189.json
https://cve.report/CVE-2016-6189.pdf

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:S/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alinto Sogo All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

(fix) improved previous commit for attributes stripping and UID gener... - inverse-inc/sogo@875a4ac - GitHub af854a3a-2127-422b
oss-security - Re: CVE request: several SOGo issues (DOS, XSS, information leakage) af854a3a-2127-422b

0003695: Private information leakage through ics/XML feeds when restricted to "View the Date & Time" - SOGo | BTS af854a3a-2127-422b

(fix) improved previous commit for attributes stripping and UID gener... - inverse-inc/sogo@717{45f - GitHub af854a3a-2127-422b
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.


http://cve.report/vendor/alinto
http://cve.report/software/alinto/sogo
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/inverse-inc/sogo/commit/875a4aca3218340fd4d3141950c82c2ff45b343d
http://www.openwall.com/lists/oss-security/2016/07/09/3
https://sogo.nu/bugs/view.php?id=3695
https://github.com/inverse-inc/sogo/commit/717f45f640a2866b76a8984139391fae64339225
https://www.cve.org/CVERecord?id=CVE-2016-6189
https://nvd.nist.gov/vuln/detail/CVE-2016-6189
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