VE-2016-6224
Published on: 07/22/2016 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:27:12 PM UTC

CVE-2016-6224

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assaomvncirrLunsucuwan Gertain versions of Ubuntu Linux from Canonical contain the foIIowing
’ vulnerability:

ecryptfs-setup-swap in eCryptfs does not prevent the unencrypted
swap partition from activating during boot when using GPT partitioning
on a (1) NVMe or (2) MMC drive, which allows local users to obtain
sensitive information via unspecified vectors. NOTE: this vulnerability
exists because of an incomplete fix for CVE-2015-8946.

CVE-2016-6224 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as [IEE1TA severity.

CVSS3 Score: 335 LOW

Attack Attack Privileges User
Vector Complexity Required Interaction
LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
=3 [ NONE |
CVSS2 Score: f2i=LOW
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | (e

CVE References

Description Tags Link
~ecryptfs/ecryptfs/trunk : revision 882 (%) CONFIRM
bazaar.launchpad.net/~ecryptfs/ecryptfs/trunk/revision/882

Riin #1RQ71RA “arnmntfe_catiin_ewan laavace ecwan AT CONFEIRM hiine laiinfrhnad nat/arnmtfe/thiin/1RQA71RA


https://cve.report/
https://cve.report/CVE-2016-6224/mitre
https://cve.report/CVE-2016-6224/nist
https://cve.report/CVE-2016-6224/cve_org
https://cve.report/CVE-2016-6224.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bazaar.launchpad.net/~ecryptfs/ecryptfs/trunk/revision/882
https://bugs.launchpad.net/ecryptfs/+bug/1597154

LUy 71U U Gul YUY SR S G UGy ue S ap Bk Sl e nn G I U 1O G U Sy S TRy
unencrypted with G...” : Bugs : eCryptfs
[SECURITY] Fedora 24 Update: ecryptfs-utils-111- FEDORA FEDORA-2016-41301e2187
1.fc24 - package-announce - Fedora Mailing-Lists
oss-security - Re: CVE Requests: Information exposure ¢ > MLIST [oss-security] 20160714 Re: CVE Requests:
caused by ecryptfs-setup-swap failures Information exposure caused by ecryptfs-setup-swap
failures
oss-security - CVE Requests: Information exposure ¢ > MLIST [oss-security] 20160713 CVE Requests:
caused by ecryptfs-setup-swap failures Information exposure caused by ecryptfs-setup-swap
failures
USN-3032-1: eCryptfs vulnerability | Ubuntu @® UBUNTU USN-3032-1
[ www.ubuntu.com
Bug #1447282 “Does not use encrypted swap when CONFIRM
using GPT partiti...” : Bugs : ecryptfs-utils package : bugs.launchpad.net/ubuntu/+source/ecryptfs-
Ubuntu utils/+bug/1447282

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 14.04 All All All
System

Operating Canonical Ubuntu Linux 15.10 All All All
System

Operating Canonical Ubuntu Linux 14.04 All All All
System

Operating Canonical Ubuntu Linux 15.10 All All All
System

Application Ecryptfs Ecryptfs-utils All All All All

cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:canonical:ubuntu_linux:15.10:":*: "

akk kK Kk Lk Lk,

cpe:2.3:a:ecryptfs:ecryptfs-utils:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/K5WWCVHDLRLZTYMXEIONYFHLYAXXLJW3/
http://www.openwall.com/lists/oss-security/2016/07/14/3
http://www.openwall.com/lists/oss-security/2016/07/13/2
http://www.ubuntu.com/usn/USN-3032-1
https://bugs.launchpad.net/ubuntu/+source/ecryptfs-utils/+bug/1447282
mailto:%20comment@cve.report
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/ecryptfs
http://cve.report/software/ecryptfs/ecryptfs-utils
https://cve.report/CVE-2016-6223
https://cve.report/CVE-2016-6225
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