
CVE-2016-6240
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2016-6240

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-07 16:59:00 UTC

Updated 2017-09-01 01:29:00 UTC

Description Integer truncation error in the amap_alloc function in OpenBSD 5.8 and 5.9 allows local users to execute arbitrary code with kernel privileges via a large size value.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Openbsd Openbsd 5.8 All All All

Operating System Openbsd Openbsd 5.9 All All All

Operating System Openbsd Openbsd 5.8 All All All

Operating System Openbsd Openbsd 5.9 All All All

References

Reference Source

OpenBSD 5.9 Errata CONFIRM

OpenBSD 5.8 Errata CONFIRM

OpenBSD Multiple Memory Corruption and Denial of Service Vulnerabilities BID

OpenBSD sys_mmap() Resource Bug Lets Local Users Cause Denial of Service Conditions on the Target System - SecurityTracker SECTRACK

oss-security - Multiple Bugs in OpenBSD Kernel MLIST

oss-security - Re: Multiple Bugs in OpenBSD Kernel MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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