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Summary

CVE CVE-2016-6302

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-09-16 05:59:00 UTC

Updated 2023-11-07 02:33:00 UTC

Description The tls_decrypt_ticket function in ssl/t1_lib.c in OpenSSL before 1.1.0 does not consider the HMAC size during validation of the ticket length, which allows remote attackers to cause a denial of service via a ticket that is too short.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openssl Openssl 1.0.1 All All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.1h All All All

Application Openssl Openssl 1.0.1i All All All

Application Openssl Openssl 1.0.1j All All All

Application Openssl Openssl 1.0.1k All All All

Application Openssl Openssl 1.0.1l All All All

Application Openssl Openssl 1.0.1m All All All

Application Openssl Openssl 1.0.1n All All All

Application Openssl Openssl 1.0.1o All All All

Application Openssl Openssl 1.0.1p All All All
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Application Openssl Openssl 1.0.1p All All All

Application Openssl Openssl 1.0.1q All All All

Application Openssl Openssl 1.0.1r All All All

Application Openssl Openssl 1.0.1s All All All

Application Openssl Openssl 1.0.1t All All All

Application Openssl Openssl 1.0.2 All All All

Application Openssl Openssl 1.0.2a All All All

Application Openssl Openssl 1.0.2b All All All

Application Openssl Openssl 1.0.2c All All All

Application Openssl Openssl 1.0.2d All All All

Application Openssl Openssl 1.0.2e All All All

Application Openssl Openssl 1.0.2f All All All

Application Openssl Openssl 1.0.2g All All All

Application Openssl Openssl 1.0.2h All All All

Application Openssl Openssl 1.0.1 All All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.1h All All All

Application Openssl Openssl 1.0.1i All All All

Application Openssl Openssl 1.0.1j All All All

Application Openssl Openssl 1.0.1k All All All

Application Openssl Openssl 1.0.1l All All All

Application Openssl Openssl 1.0.1m All All All

Application Openssl Openssl 1.0.1n All All All

Application Openssl Openssl 1.0.1o All All All

Application Openssl Openssl 1.0.1p All All All

Application Openssl Openssl 1.0.1q All All All

Application Openssl Openssl 1.0.1r All All All

Application Openssl Openssl 1.0.1s All All All

Application Openssl Openssl 1.0.1t All All All

Application Openssl Openssl 1.0.2 All All All
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Application Openssl Openssl 1.0.2a All All All

Application Openssl Openssl 1.0.2b All All All

Application Openssl Openssl 1.0.2c All All All

Application Openssl Openssl 1.0.2d All All All

Application Openssl Openssl 1.0.2e All All All

Application Openssl Openssl 1.0.2f All All All

Application Openssl Openssl 1.0.2g All All All

Application Openssl Openssl 1.0.2h All All All

Operating System Oracle Linux 6 All All All

Operating System Oracle Linux 7 All All All

Operating System Oracle Linux 6 All All All

Operating System Oracle Linux 7 All All All

Operating System Oracle Solaris 10 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 10 All All All

Operating System Oracle Solaris 11.3 All All All
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FreeBSD-SA-16:26

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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CVE.report and Source URL Uptime Status status.cve.report

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)

https://git.openssl.org/?p=openssl.git%253Ba=commit%253Bh=e97763c92c655dcf4af2860b3abd2bc4c8a267f9
http://www.oracle.com/technetwork/topics/security/ovmbulletinoct2016-3090547.html
https://www.tenable.com/security/tns-2016-20
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10759
https://access.redhat.com/errata/RHSA-2018:2186
http://www-01.ibm.com/support/docview.wss?uid=swg21995039
http://www.oracle.com/technetwork/topics/security/bulletinoct2016-3090566.html
http://www.oracle.com/technetwork/security-advisory/cpujul2017-3236622.html
https://www.tenable.com/security/tns-2016-21
http://www.oracle.com/technetwork/security-advisory/cpuoct2017-3236626.html
https://security.freebsd.org/advisories/FreeBSD-SA-16:26.openssl.asc
https://www.cve.org/CVERecord?id=CVE-2016-6302
https://nvd.nist.gov/vuln/detail/CVE-2016-6302
http://cve.report/qid/390226
http://cve.report/qid/390284
http://cve.report/qid/591280
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2016-6302
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


