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Summary

CVE CVE-2016-6306

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-09-26 19:59:00 UTC

Updated 2023-11-07 02:33:00 UTC

Description The certificate parser in OpenSSL before 1.0.1u and 1.0.2 before 1.0.2i might allow remote attackers to cause a denial of service (out-of-bounds read) via crafted certificate operations, related to s3_clnt.c and s3_srvr.c.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Hp Icewall Federation Agent 3.0 All All All

Application Hp Icewall Federation Agent 3.0 All All All

Application Hp Icewall Mcrp 3.0 All All All

Application Hp Icewall Mcrp 3.0 All All All

Application Hp Icewall Sso 10.0 All All All

Application Hp Icewall Sso 10.0 All All All

Application Hp Icewall Sso 10.0 All All All

Application Hp Icewall Sso 10.0 All All All

Application Hp Icewall Sso Agent Option 10.0 All All All

Application Hp Icewall Sso Agent Option 10.0 All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All
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Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Operating System Novell Suse Linux Enterprise Module For Web Scripting 12.0 All All All

Operating System Novell Suse Linux Enterprise Module For Web Scripting 12.0 All All All

Application Openssl Openssl 1.0.1 All All All

Application Openssl Openssl 1.0.1 beta1 All All

Application Openssl Openssl 1.0.1 beta2 All All

Application Openssl Openssl 1.0.1 beta3 All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.1h All All All

Application Openssl Openssl 1.0.1i All All All

Application Openssl Openssl 1.0.1j All All All

Application Openssl Openssl 1.0.1k All All All

Application Openssl Openssl 1.0.1l All All All

Application Openssl Openssl 1.0.1m All All All

Application Openssl Openssl 1.0.1n All All All

Application Openssl Openssl 1.0.1o All All All

Application Openssl Openssl 1.0.1p All All All

Application Openssl Openssl 1.0.1q All All All

Application Openssl Openssl 1.0.1r All All All

Application Openssl Openssl 1.0.1s All All All

Application Openssl Openssl 1.0.1t All All All

Application Openssl Openssl 1.0.2 All All All

Application Openssl Openssl 1.0.2 beta1 All All

Application Openssl Openssl 1.0.2 beta2 All All

Application Openssl Openssl 1.0.2 beta3 All All

Application Openssl Openssl 1.0.2a All All All

Application Openssl Openssl 1.0.2b All All All

Application Openssl Openssl 1.0.2c All All All
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Application Openssl Openssl 1.0.2d All All All

Application Openssl Openssl 1.0.2e All All All

Application Openssl Openssl 1.0.2f All All All

Application Openssl Openssl 1.0.2h All All All

Application Openssl Openssl 1.0.1 All All All

Application Openssl Openssl 1.0.1 beta1 All All

Application Openssl Openssl 1.0.1 beta2 All All

Application Openssl Openssl 1.0.1 beta3 All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.1h All All All

Application Openssl Openssl 1.0.1i All All All

Application Openssl Openssl 1.0.1j All All All

Application Openssl Openssl 1.0.1k All All All

Application Openssl Openssl 1.0.1l All All All

Application Openssl Openssl 1.0.1m All All All

Application Openssl Openssl 1.0.1n All All All

Application Openssl Openssl 1.0.1o All All All

Application Openssl Openssl 1.0.1p All All All

Application Openssl Openssl 1.0.1q All All All

Application Openssl Openssl 1.0.1r All All All

Application Openssl Openssl 1.0.1s All All All

Application Openssl Openssl 1.0.1t All All All

Application Openssl Openssl 1.0.2 All All All

Application Openssl Openssl 1.0.2 beta1 All All

Application Openssl Openssl 1.0.2 beta2 All All

Application Openssl Openssl 1.0.2 beta3 All All

Application Openssl Openssl 1.0.2a All All All

Application Openssl Openssl 1.0.2b All All All

Application Openssl Openssl 1.0.2c All All All

Application Openssl Openssl 1.0.2d All All All
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Application Openssl Openssl 1.0.2d All All All

Application Openssl Openssl 1.0.2e All All All

Application Openssl Openssl 1.0.2f All All All

Application Openssl Openssl 1.0.2h All All All
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OpenSSL CVE-2016-6306 Local Denial of Service Vulnerability

Oracle VM Server for x86 Bulletin - October 2016

[R2] PVS 5.2.0 Fixes Multiple Third-party Library Vulnerabilities - Security Advisory | Tenable Network Security

Document Display | HPE Support Center

Full Disclosure: Orion Elite Hidden IP Browser Pro - All Versions - Multiple Known Vulnerabilities

Juniper Networks - 2016-10 Security Bulletin: OpenSSL security updates
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IBM Security Bulletin: Vulnerabilities in OpenSSL, OpenVPN and GNU glibc affect IBM Security Virtual Server Protection for VMware - United States

Oracle Critical Patch Update - July 2017
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FreeBSD-SA-16:26

support.f5.com/csp/article/K90492697

[security-announce] SUSE-SU-2016:2470-1: important: Security update for

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

591093 ABB Relion 650, Relion 670 Open Secure Sockets Layer (OpenSSL) Multiple Vulnerabilities (ABB-VU-PGGA-1MRG024369)
(ABB-VU-PGGA-1MRG025160)

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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