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CVE CVE-2016-6308
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-09-26 19:59:00 UTC
Updated 2023-11-07 02:33:00 UTC
Description statem/statem_dtls.c in the DTLS implementation in OpenSSL 1.1.0 before 1.1.0a allocates memory before checking for an

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openssl Openssl 1.1.0 All All All
Application Openssl Openssl 1.1.0 All All All
Reference

git.openssl.org Git - openssl.git/commit

www.openssl.org/news/secadv/20160922.txt

Oracle Critical Patch Update - January 2018

Oracle Critical Patch Update - April 2018

Oracle Critical Patch Update - October 2016

[R5] Nessus 6.9 Fixes Multiple Vulnerabilities - Security Advisory | Tenable Network Security
SA132 : OpenSSL Vulnerabilities 22-Sep-2016 and 26-Sep-2016

OpenSSL CVE-2016-6308 Denial of Service Vulnerability

OpenSSL Multiple Bugs Let Remote Users Cause the Target Service to Crash - SecurityTracker
cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf

git.openssl.org Git - openssl.git/commit

[R2] PVS 5.2.0 Fixes Multiple Third-party Library Vulnerabilities - Security Advisory | Tenable Network Security



https://cve.report/
https://cve.report/CVE-2016-6308/mitre
https://cve.report/CVE-2016-6308/nist
https://cve.report/CVE-2016-6308/cve_org
https://cve.report/CVE-2016-6308.pdf
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
https://git.openssl.org/?p=openssl.git%253Ba=commit%253Bh=df6b5e29ffea2d5a3e08de92fb765fdb21c7a21e
https://www.openssl.org/news/secadv/20160922.txt
http://www.oracle.com/technetwork/security-advisory/cpujan2018-3236628.html
http://www.oracle.com/technetwork/security-advisory/cpuapr2018-3678067.html
http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
https://www.tenable.com/security/tns-2016-16
https://bto.bluecoat.com/security-advisory/sa132
http://www.securityfocus.com/bid/93151
http://www.securitytracker.com/id/1036885
https://cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf
https://git.openssl.org/?p=openssl.git;a=commit;h=df6b5e29ffea2d5a3e08de92fb765fdb21c7a21e
https://www.tenable.com/security/tns-2016-20

Juniper Networks - 2016-10 Security Bulletin: OpenSSL security updates

IBM Security Bulletin: Vulnerabilities in OpenSSL, OpenVPN and GNU glibc affect IBM Security Virtual Server Protection for VMware - United
Oracle Critical Patch Update - July 2017

[R1] LCE 4.8.2 Fixes Multiple Third-party Library Vulnerabilities - Security Advisory | Tenable Network Security

Oracle Critical Patch Update - October 2017

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)
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