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CVE-2016-6309

PUBLISHED

redhat

CVE Program / NVD first with legacy fallback
2016-09-26 19:59:06 UTC

2026-05-06 22:30:45 UTC

statem/statem.c in OpenSSL 1.1.0a does not consider memory-block movement after a realloc call, which allows remote at

Risk And Classification

|L

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.282120000 probability, percentile 0.965230000 (date 2026-05-07)
Problem Types: CWE-416 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 10 AV:N/AC:L/Au:N/C:C/I:C/A:C
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openssl Openssl 1.1.0a All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Document Display | HPE Support Center

Oracle Critical Patch Update - October 2016

SA132 : OpenSSL Vulnerabilities 22-Sep-2016 and 26-Sep-2016
www.openssl.org/news/secadv/20160926.txt

git.openssl.org Git - openssl.git/commit

OpenSSL Multiple Bugs Let Remote Users Cause the Target Service to Crash - SecurityTracker
OpenSSL CVE-2016-6309 Remote Code Execution Vulnerability

Juniper Networks - 2016-10 Security Bulletin: OpenSSL security updates

Oracle Critical Pateh | Indate - lannarvy 201K


http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbhf03856en_us
http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
https://bto.bluecoat.com/security-advisory/sa132
https://www.openssl.org/news/secadv/20160926.txt
https://git.openssl.org/?p=openssl.git%253Ba=commit%253Bh=acacbfa7565c78d2273c0b2a2e5e803f44afefeb
http://www.securitytracker.com/id/1036885
http://www.securityfocus.com/bid/93177
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10759
http://www.oracle.com/technetwork/security-advisory/cpujan2018-3236628.html

Oracle Critical Patch Update - April 2018

IBM Security Bulletin: Vulnerabilities in OpenSSL, OpenVPN and GNU glibc affect IBM Security Virtual Server Protection for VMware - United
Oracle Critical Patch Update - July 2017

[R2] PVS 5.2.0 Fixes Multiple Third-party Library Vulnerabilities - Security Advisory | Tenable Network Security

[R5] Nessus 6.9 Fixes Multiple Vulnerabilities - Security Advisory | Tenable Network Security

git.openssl.org Git - openssl.git/commit

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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