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Summary

CVE CVE-2016-6311

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-22 18:29:00 UTC

Updated 2017-12-15 02:29:00 UTC

Description Get requests in JBoss Enterprise Application Platform (EAP) 7 disclose internal IP addresses to remote attackers.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform 7.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0 All All All

References

Reference Source

Red Hat Customer Portal REDHAT

1362735 – (CVE-2016-6311) CVE-2016-6311 EAP7: Internal IP address disclosed on redirect when request header Host field is not set CONFIRM

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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