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CVE CVE-2016-6329
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-31 22:59:00 UTC
Updated 2019-07-09 13:15:00 UTC
Description OpenVPN, when using a 64-bit block cipher, makes it easier for remote attackers to obtain cleartext data via a birthday atta
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Risk And Classification

Problem Types: CWE-310 | CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openvpn Openvpn All All All All
Reference

OpenVPN CVE-2016-6329 Information Disclosure Vulnerability

OpenVPN Blowfish Cipher Block Collision Weakness Lets Remote Users Decrypt Data in Certain Cases - SecurityTracker

OpenVPN: Multiple vulnerabilities (GLSA 201611-02) — Gentoo Security

IBM Security Bulletin: OpenSSL and OpenVPN vulnerabilities affect IBM Rational Team Concert (CVE-2016-2183, CVE-2016-6329) - United ¢
SWEET32 — OpenVPN Community

cert-portal.siemens.com/productcert/pdf/ssa-556833.pdf

Sweet32: Birthday attacks on 64-bit block ciphers in TLS and OpenVPN

HPE Support document - HPE Support Center

IBM Security Bulletin: Vulnerabilities in OpenSSL, OpenVPN and GNU glibc affect IBM Security Virtual Server Protection for VMware - United
IBM Security Bulletin: IBM i is affected by several vulnerabilities (CVE-2016-2183 and CVE-2016-6329) - United States
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https://cve.report/
https://cve.report/CVE-2016-6329/mitre
https://cve.report/CVE-2016-6329/nist
https://cve.report/CVE-2016-6329/cve_org
https://cve.report/api/cve/CVE-2016-6329.json
https://cve.report/CVE-2016-6329.pdf
http://cve.report/vendor/openvpn
http://cve.report/software/openvpn/openvpn
http://www.securityfocus.com/bid/92631
http://www.securitytracker.com/id/1036695
https://security.gentoo.org/glsa/201611-02
http://www-01.ibm.com/support/docview.wss?uid=swg21991482
https://community.openvpn.net/openvpn/wiki/SWEET32
https://cert-portal.siemens.com/productcert/pdf/ssa-556833.pdf
https://sweet32.info/
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05369403
http://www-01.ibm.com/support/docview.wss?uid=swg21995039
http://www-01.ibm.com/support/docview.wss?uid=nas8N1021697
https://www.cve.org/CVERecord?id=CVE-2016-6329
https://nvd.nist.gov/vuln/detail/CVE-2016-6329

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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