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Summary

CVE CVE-2016-6350

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-07 16:59:00 UTC

Updated 2017-03-09 02:59:00 UTC

Description OpenBSD 5.8 and 5.9 allows local users to cause a denial of service (NULL pointer dereference and panic) via a sysctl call with a path starting with 10,9.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Openbsd Openbsd 5.8 All All All

Operating System Openbsd Openbsd 5.9 All All All

Operating System Openbsd Openbsd 5.8 All All All

Operating System Openbsd Openbsd 5.9 All All All

References

Reference Source Link Tags

oss-security - CVE Request: Any User Can Panic Kernel Through Sysctl on OpenBSD MLIST www.openwall.com Exploit, Mailing List, Third Party Advisory

oss-security - Re: CVE Request: Any User Can Panic Kernel Through Sysctl on OpenBSD MLIST www.openwall.com Exploit, Mailing List, Third Party Advisory

cvsweb.openbsd.org/cgi-bin/cvsweb/src/sys/tmpfs/tmpfs_vfsops.c.diff CONFIRM cvsweb.openbsd.org Patch

cvsweb.openbsd.org/cgi-bin/cvsweb/src/sys/kern/vfs_subr.c.diff CONFIRM cvsweb.openbsd.org Patch

OpenBSD CVE-2016-6350 Local Privilege Escalation Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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