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aessannvuncrruunsuchian  Gertain versions of Adaptive Security Appliance Software from Cisco

‘a contain the following vulnerability:
<
Y

Cisco Adaptive Security Appliance (ASA) Software before 8.4(1) on

~ ASA 5500, ASA 5500-X, PIX, and FWSM devices allows local users to
gain privileges via invalid CLI commands, aka Bug ID CSCtu74257 or
EPICBANANA.

A

B

&

AV

CVE-2016-6367 has been assigned by ;I psirt@cisco.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SBFMEDIUM)
Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

The Shadow Brokers EPICBANANA and EXTRABACON Exploits [T s GONFIRM
blogs.cisco.com/security/shadow-brokers

Vendor Advisory
text/html



https://cve.report/
https://cve.report/CVE-2016-6367/mitre
https://cve.report/CVE-2016-6367/nist
https://cve.report/CVE-2016-6367/cve_org
https://cve.report/CVE-2016-6367.pdf
http://cve.report/software/cisco/adaptive_security_appliance_software
http://cve.report/vendor/cisco
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://blogs.cisco.com/security/shadow-brokers

Multiple Cisco Products CVE-2016-6367 Local Code Execution
Vulnerability

Cisco ASA Command Line Interface Bug Lets Local Users Deny
Service and Gain Elevated Privileges - SecurityTracker

Page not found - GitHub - GitHub

Cisco Event Response: Cisco ASA and I0S Vulnerabilities

Cisco ASA / PIX - 'EPICBANANA' Local Privilege Escalation -
Hardware local Exploit

Cisco Adaptive Security Appliance CLI Remote Code Execution
Vulnerability

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

cve.report (archive)

text/html

www.securitytracker.com

text/html

text/html

Vendor Advisory

tools.cisco.com

text/html

Inactive Link'| Not Archived

Proof of Concept

text/html

www.exploit-db.com

Vendor Advisory

text/html

@ BID 92520

() SECTRACK 1036636

) MISC github.com/offensive-
security/exploit-database-bin-
sploits/raw/master/sploits/40271.zip

(%) CONFIRM
tools.cisco.com/security/center/viewErp.x?
alertld=ERP-56516

s EXPLOIT-DB 40271

(@ CISCO 20160817 Cisco Adaptive
Security Appliance CLI Remote Code
Execution Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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Application Cisco Adaptive Security Appliance Software 8.3.2.40 All All All
Application Cisco Adaptive Security Appliance Software 8.3.2.41 All All All

Application Cisco Adaptive Security Appliance Software 8.3.2.44 All All All

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1:*:*: "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1.4:*:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.2:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4.2:*:*:*:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5.12:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6.18:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6.4:*:*:*:":*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6.8:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7:%:*:*
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7.1:*:*: "
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7.12:*:*:*:*
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7.4:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7.9:*:*: """
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:*:*:*:*:*:*:*:

dkukakukkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8.12:*:*:*:**:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8.13:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8.8:*:*:*:*:*:*:*:


http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_software
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_software
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_software

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2:%:*:****:*:

dkk ok k Lk akuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.16:*:*:*:**:*:*:

dkk ok kakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.20:*:*:**:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.28:*:*:***:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.38:*:*:**:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.42:*:*:**:*:*:*:

sk Rk kR akak,

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.49:*:*:**:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.53:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1.9:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2:%:*:*:* "

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.10:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.14:*:*:*:*

dkukakukakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.18:*:*:*:**:*:*:

dkukakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.19:*:*:*:*

dkukakukkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.34:*:*:*:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3:*:*:*:**:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3.1:*:*:*:*:**:*:

Sk Lk k Lk ak kL

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3.16:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4:*:*:***:*:*:

Lk Lk ak Lk ak ok

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.18:*:*:*:*:*:*:

Lk Lk k kR ok

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.25:*:***:*:*:

Lk Lk k kR ok

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.27:*:***:*:*:

)

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.30:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.6:*:*:*:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.9:******:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2:%:*:*:*:*:*:*:

dkkakkakakak

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2.11:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3:%:*:*:*:*:*:*:

dkk ok k Lk akk

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3.12:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4:*:*:*:**:*:*:

dkukakk Lk akk

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.16:*:*:*:*:*:*:



dk Rk Lk akakak,

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.23:*:*:*:**:*:*:

Skk ok k Lk akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.28:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.3:*:*:***:*:*:

dkk ok akakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.31:*:*:**:*:*:*:

LRk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.33:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.9:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5:*:*:***:*:*:

Sk ok ak kR akak,

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5.20:*:*:**:*:*:*:

dkakakak ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5.23:*:*:**:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5.25:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.1:%:*:* "™

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.1.6:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2:%:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.15:*:*:*:**:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.16:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.23:*:*:":**:*:*:

I I

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.24:*:*:*:**:*:*:

dkkakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.49:*:*:*:**:*:*:

dk Lk akkakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.55:*:*:*:**:*:*:



dk Lk ak ok akakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.56:*:*:*:**:*:*:

dkk Lk kakakuk,

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.0.45:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:*:*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2.10:*:*:**:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2.16:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2.17:*:*:**:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2.9:*:*:*:**:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.3:*:*:***:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.4:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.4.1:***:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.4.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5:%:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5.46:*:*:*:**:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5.48:*:*:*:**:*:*:

dkukakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5.50:*:*:*:**:*:*:

dkakakkakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5.52:*:*:*:**:*:*:

dkakakukkakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5.55:*:*:*:**:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5.57:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1:%:*:* 7 :*:

rne2 R:ariern adantive ceciirity annliance anfhwara:Q R 1 o *-xekakokokx.



R L L TS L S L T S ST L O

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1.4:*:*:*:*:**:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1.6:*:*:*:*:**:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2:*:*:***:*:*:

dkk ok akakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.23:*:*:**:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.25:*:*:**:*:*:*:

LRk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.31:*:*:**:*:*:*:

PRk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.33:*:*:**:*:*:*:

Sk Lk ak kR ok ak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.34:*:*:**:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.37:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.1:%:*:* %™

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.1.4:*:*:*:":*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.2:%:*:*:*:*:*:":

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.3:%:":* %"

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.4:*:*:*:**:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.4.2:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.5:%:*:* "

dkukakakakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.5.12:%:*:*:**:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6.22:*:*:*:**:*:*:

Sk Lk akk Lk akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6.26:*:*:*:*:*:*:*:



dk Lk ak Lk akakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6.32:*:*:*:**:*:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6.4:*:*:*:*:**:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6.8:*:*:*:**:*:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.7:*:*:***:*:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.7.1:* "
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.7.12:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.7.4:******:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.7.9:*:*****:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8:*:*:***:*:*:

Sk Kk kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8.12:*:*:**:*:*:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8.13:*:*:**:*:*:*:
cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8.2:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8.8:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1.2:%:*:*:* "™

dkukakakakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1.2.61 %"

dkukakukkakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1.2.64:*:*:*:**:*:*:

dkkakkkakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1.2.81:*:*:*:*

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.1:*:* "



cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.1.9:** " ™

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2:*:*:*:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2.10:*:*:***:*:*:

Lk Kk kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2.18:*:*:**:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2.19:*:*:**:*:*:*:

sk Rk kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2.34:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2.6:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.3:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.3.1 """ ™

dkakakakakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.4.33:*:*:":***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.4.6:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.4.9:*:*:*:*:**:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5:%:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5.10:*:*:*:*

dkukakkkakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5.12:%:*:*:***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5.16:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5.2:*:*: " ™



cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5.4:*:*:*:*:**:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5.7:*:*:*:*:**:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5.8:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.1.2:*:**:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.2:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.2.11:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.3:*:*:**:*:*:*:

Wk Kk kR ok ak,

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.3.12:*:*:**:*:*:*:

Sk Kk kR akak,

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.3.19:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.3.6:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.4:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.4.9:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.5:%:":*:*:*:*:*:

dkukakakakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.5.20:*:*:*:*:*:*:*:

dkukakkkakuk.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.5.25:*:*:*:**:*:*:

dkukakukakakuk.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.5.27:*:*:*:***:*:

dkkakkkakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.5.28:*:*:*:**:*:*:



akLkLak kKKK,

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.0.104:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.1:%:*:****:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.1.6:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.2:*:*:***:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.2.15:*:*:***:*:*:

dkk kR ok akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.2.16:*:*:**:*:*:*:

LRk kR ok akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.2.19:*:*:**:*:*:*:

LRk ak kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.2.23:*:*:**:*:*:*:

Sk Rk kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.2.24:*:*:**:*:*:*:

dkakakakakakak,

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1.2.49:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.2.9:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.3:%:":*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.4:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.4.1:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.4.4:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5:%:*:***:*:*:



dk Lk ak Lk akakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.22:*:*:*:* *:*:*:

dkk Lk kakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.26:*:*:**:*:*:*:

Sk Lk k kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.33:*:*:**:*:*:*:

dkk ok kakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.40:*:*:**:*:*:*:

dkk ok akakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.46:*:*:*:*:*:*:*:

Lk Kk kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.48:*:*:**:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.50:*:*:**:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.52:*:*:**:*:*:*:

Sk Rk kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.5.57:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.1.1:* """ ™

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.1.4:*:*:*:":*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.1.6:*:*:*:":*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.2:%:":*:*:*:*:™:

dkukakakakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.2.37:*:*:":**:*:*:

dkakakukakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.2.39:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.2.4:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.2.40:*:*:*:*:*:*:*:

dk Lk akkakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.2.44 %" **:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1.4:*:*:*:*:**:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.2:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4.2:*:*****:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5:*:*:***:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5.12:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6:*:*:**:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6.22:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6.26:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6.8:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7:%:*:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7.1:*:*:*:": "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7.9:*: """

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:*:":*:*:*:*:*:

dkkakukakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8.12:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8.8:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2:%:*:*

dkukakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.16:*:*:*:**:*:*:

dkk Lk kakakak.

coe:2.3:a:cisco:adantive securitv aopliance software:7.1.2.20:%:*:*:*:***:



B i i i R

Skk Lk kakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.24 %" **:*:

Sk Lk k Lk akakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.28:*:*:*:**:*:*:

Skk Lk k Lk akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.38:*:*:**:*:*:*:

dkk kR ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.42:*:*:***:*:*:

Lk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.46:*:*:**:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.49:*:*:**:*:*:*:

LRk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.61:*:*:**:*:*:*:

Sk Kk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.64:*:*:**:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.72:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2.81:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1.9:*: """ :*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2:%:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.22:*:*:*:**:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.34:*:*:*:*
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2.6:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3:*:*:* "
cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3.1:*:*: """

dkkakkkakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3.12:%:*:*:*



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4:*:*:****:*:

dkk Lk k Lk akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.18:*:*:*:**:*:*:

Sk Lk k kR akuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.25:**:***:*:*:

Skak Lk kakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.27:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.33:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.6:*:*****:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4.9:******:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5:*:*:***:*:*:

Sk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.10:**:**:*:*:*:

sk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.12:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.2:******:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5.8:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.1.2:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2:%:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3.19:*:*:":*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4:%:*:*:**:*:*:

dkkakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.23:*:*:*:**:*:*:

dkkakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.25:%:*:*:**:*:*:
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CPEi£.3:d:CISCOAUdPUVE_SECUTLY_dppliaicCe_SOIware:o.U.4.£0: & & ©©::

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.3:*:*:*:*:**:*:

Sk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.32:*:*:**:*:*:*:

Lk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.33:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4.9:***:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5:*:*:***:*:*:

dkak kR ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5.20:*:*:**:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5.23:*:*:**:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5.27:*:*:**:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5.28:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.1:%:*:*: ™

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.1.6:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2:%:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.23:*:*:*:**:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.24:*:*:*:**:*:*:

dkkakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.49:*:*:*:**:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.50:*:*:*:**:*:*:

dkukakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1.2.55:*:*:*:**:*:*:

dkkakk Lk akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.0.45:%:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1:%:*:*:**:*:*:



dk Lk ak ok akakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1.11 % " **:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:%:*:**:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2.12:*:*:**:*:*:*:

Lk Lk kk ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2.16:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2.17:*:*:**:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2.9:*:*:****:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.3:*:*:**:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.4:*:*:**:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.4.1:******:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.4.4:**:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5:*:*:**:*:*:*:

dkukakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5.52:*:*:*:**:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.5.55:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1:%:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1.1:*:*: """

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1.6:*:*:*:*:*:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2:%:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.23:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.25:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.31:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.33:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.37:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.39:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.4:***:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.40:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2.44:*:*:**:*:*:*:

No vendor comments have been submitted for this CVE
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