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CVE-2016-6483
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CVE-2016-6483

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2016-09-02 01:59:03 UTC

2026-05-06 22:30:45 UTC

The media-file upload feature in vBulletin before 3.8.7 Patch Level 6, 3.8.8 before Patch Level 2, 3.8.9 before Patch Level 1

Risk And Classification

|L

Primary CVSS: v3.0 8.6 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:H/A:N

EPSS: 0.162620000 probability, percentile 0.948540000 (date 2026-05-06)
Problem Types: CWE-918 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.6 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:H/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:P/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Vbulletin Vbulletin 3.8.7 All All All
Application Vbulletin Vbulletin 3.8.8 All All All
Application Vbulletin Vbulletin 3.8.9 All All All
Application Vbulletin Vbulletin 422 All All All
Application Vbulletin Vbulletin 423 All All All
Application Vbulletin Vbulletin 5.2.0 All All All
Application Vbulletin Vbulletin 5.2.1 All All All
Application Vbulletin Vbulletin 5.2.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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Security Patch - vBulletin 3.8.7, 3.8.8, 3.8.9, 3.8.10 Beta - vBulletin Community Forum
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vBulletin Input Validation Flaw in Media Upload Function Lets Remote Users Conduct Server-Side Request Forgery Attacks - SecurityTracker
vBulletin 5.2.2 - Preauth Server Side Request Forgery (SSRF)

Security Patch - vBulletin 4.2.2, 4.2.3, 4.2.4 Beta - vBulletin Community Forum
legalhackers.com/advisories/vBulletin-SSRF-Vulnerability-Exploit.txt

Security Patch - vBulletin 5.2.0, 5.2.1, 5.2.2 - vBulletin Community Forum

CVE Program record

NVD vulnerability detail
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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