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Summary

CVE CVE-2016-6551

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-13 20:29:00 UTC

Updated 2019-10-09 23:19:00 UTC

Description Intellian Satellite TV antennas t-Series and v-Series, firmware version 1.07, uses non-random default credentials of: ftp/ftp or intellian:12345678. A remote network attacker can gain elevated access to a vulnerable device.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intelliantech T100q - All All All

Hardware Intelliantech T100q - All All All

Operating System Intelliantech T100q Firmware 1.07 All All All

Operating System Intelliantech T100q Firmware 1.07 All All All

Hardware Intelliantech T100w - All All All

Hardware Intelliantech T100w - All All All

Operating System Intelliantech T100w Firmware 1.07 All All All

Operating System Intelliantech T100w Firmware 1.07 All All All

Hardware Intelliantech T110q - All All All

Hardware Intelliantech T110q - All All All

Operating System Intelliantech T110q Firmware 1.07 All All All

Operating System Intelliantech T110q Firmware 1.07 All All All

Hardware Intelliantech T110w - All All All

Hardware Intelliantech T110w - All All All

Operating System Intelliantech T110w Firmware 1.07 All All All

Operating System Intelliantech T110w Firmware 1.07 All All All

Hardware Intelliantech T130q - All All All
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Hardware Intelliantech T130q - All All All

Hardware Intelliantech T130q - All All All

Operating System Intelliantech T130q Firmware 1.07 All All All

Operating System Intelliantech T130q Firmware 1.07 All All All

Hardware Intelliantech T130w - All All All

Hardware Intelliantech T130w - All All All

Operating System Intelliantech T130w Firmware 1.07 All All All

Operating System Intelliantech T130w Firmware 1.07 All All All

Hardware Intelliantech T240ck - All All All

Hardware Intelliantech T240ck - All All All

Operating System Intelliantech T240ck Firmware 1.07 All All All

Operating System Intelliantech T240ck Firmware 1.07 All All All

Hardware Intelliantech T80q - All All All

Hardware Intelliantech T80q - All All All

Operating System Intelliantech T80q Firmware 1.07 All All All

Operating System Intelliantech T80q Firmware 1.07 All All All

Hardware Intelliantech T80w - All All All

Hardware Intelliantech T80w - All All All

Operating System Intelliantech T80w Firmware 1.07 All All All

Operating System Intelliantech T80w Firmware 1.07 All All All

Hardware Intelliantech V60 - All All All

Hardware Intelliantech V60 - All All All

Hardware Intelliantech V60ka - All All All

Hardware Intelliantech V60ka - All All All

Operating System Intelliantech V60ka Firmware 1.07 All All All

Operating System Intelliantech V60ka Firmware 1.07 All All All

Operating System Intelliantech V60 Firmware 1.07 All All All

Operating System Intelliantech V60 Firmware 1.07 All All All

Hardware Intelliantech V65 - All All All

Hardware Intelliantech V65 - All All All

Operating System Intelliantech V65 Firmware 1.07 All All All

Operating System Intelliantech V65 Firmware 1.07 All All All

Hardware Intelliantech V80g - All All All

Hardware Intelliantech V80g - All All All

Operating System Intelliantech V80g Firmware 1.07 All All All

Operating System Intelliantech V80g Firmware 1.07 All All All
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References

Reference Source Link

Intellian Satellite TV t-Series and v-Series CVE-2016-6551 Insecure Default Password Vulnerability BID www.securityfocus.com

VU#200907 - Intellian Satellite TV t-Series and v-Series firmware contains insecure default credentials CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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