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Summary

CVE CVE-2016-6560

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-31 19:59:00 UTC

Updated 2019-10-09 23:19:00 UTC

Description illumos osnet-incorporation bcopy() and bzero() implementations make signed instead of unsigned comparisons allowing a system crash.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Illumos Illumos - All All All

Application Illumos Illumos - All All All

References

Reference Source Link Tags

7488 bcopy and bzero should mind signed bits · illumos/illumos-gate@5aaab1a · GitHub CONFIRM github.com Patch, Third Party Advisory

CVE-2016-6560, CVE-2016-6561 Security issues in illumos – openindiana CONFIRM www.openindiana.org Third Party Advisory

Bug #7488: bcopy and bzero should mind signed bits - illumos gate - illumos CONFIRM www.illumos.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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