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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2016-6639

PUBLIC

security_alert@emc.com

CVE Program / NVD first with legacy fallback

2016-09-18 02:59:00 UTC

2021-09-09 17:16:00 UTC

Cloud Foundry PHP Buildpack (aka php-buildpack) before 4.3.18 and PHP Buildpack Cf-release before 242, as used in Piv

Risk And Classification

1|

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)
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Application Pivotal Cloud Foundry Elastic Runtime 1.7.7 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.8 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.9 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.0 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.71 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.10 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.11 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.12 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.13 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.14 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.15 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.16 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.717 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.18 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.2 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.3 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.4 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.75 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.6 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.7 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.8 All All All
Application Pivotal Cloud Foundry Elastic Runtime 1.7.9 All All All
Application Pivotal Cloud Foundry Elastic Runtime All All All All
Application Pivotal Cloud Foundry Php Buildpack All All All All
Reference Source Link Tags
CVE-2016-6639 PHP Buildpack exposes .profile file | Security | Pivotal CONFIRM pivotal.io Vendor Advisory

Execute .profile script at runtime - cloudfoundry/php-buildpack@e2db3cc - GitHub  CONFIRM  github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis
4| “gﬂ

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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