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The vApp Managers web application in EMC Unisphere for VMAX Virtual Appliance 8.x before 8.3.0 and Solutions Enabler
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Dell Emc Unisphere 8.0 All All All
Dell Emc Unisphere 8.1 All All All
Dell Emc Unisphere 8.1.2 All All All
Dell Emc Unisphere 8.2 All All All
Emc Solutions Enabler 8.0 All All All
Emc Solutions Enabler 8.0.3 All All All
Emc Solutions Enabler 8.1 All All All
Emc Solutions Enabler 8.1.2 All All All
Emc Solutions Enabler 8.3 All All All
Emc Solutions Enabler 8.0 All All All
Emc Solutions Enabler 8.0.3 All All All
Emc Solutions Enabler 8.1 All All All
Emc Solutions Enabler 8.1.2 All All All
Emc Solutions Enabler 8.3 All All All
Emc Unisphere 8.0 All All All
Emc Unisphere 8.0.3 All All All
Emc Unisphere 8.1 All All All
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Application Emc Unisphere 8.1.2 All All All

Application Emc Unisphere 8.2 All All All

Application Emc Unisphere 8.0 All All All

Application Emc Unisphere 8.0.3 All All All

Application Emc Unisphere 8.1 All All All

Application Emc Unisphere 8.1.2 All All All

Application Emc Unisphere 8.2 All All All

Reference Source
Dell EMC vApp Manager Multiple Arbitrary Command Execution Vulnerabilities BID
Bugtraq: ESA-2016-121: EMC Unisphere for VMAX and Solutions Enabler Virtual Appliances Multiple Vulnerabilities BUGTRAQ

EMC Unisphere for VMAX Input Validation Flaws in vApp Manager Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACI
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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