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Summary

CVE CVE-2016-6651

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-09-30 00:59:00 UTC

Updated 2021-08-06 13:05:00 UTC

Description The UAA /oauth/token endpoint in Pivotal Cloud Foundry (PCF) before 243; UAA 2.x before 2.7.4.8, 3.x before 3.3.0.6, and 3.4.x before 3.4.5; UAA BOSH before 11.7 and 12.x before 12.6; Elastic Runtime before 1.6.40, 1.7.x before 1.7.21, and 1.8.x before 1.8.2; and Ops Manager 1.7.x before 1.7.13 and 1.8.x before 1.8.1 allows remote authenticated users to gain privileges by leveraging possession of a token.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudfoundry Cloud Foundry Uaa Bosh All All All All

Application Pivotal Software Cloud Foundry All All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.0 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.1 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.10 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.11 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.12 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.13 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.14 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.15 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.17 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.18 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.19 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.2 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.20 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.21 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.22 All All All
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Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.22 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.23 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.25 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.26 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.27 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.28 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.29 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.3 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.30 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.31 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.32 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.33 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.34 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.35 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.36 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.37 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.38 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.39 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.4 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.5 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.6 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.7 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.8 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.9 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.0 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.1 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.10 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.11 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.12 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.13 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.14 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.15 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.16 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.17 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.18 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.19 All All All
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Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.2 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.20 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.3 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.4 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.5 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.6 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.7 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.8 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.9 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.8.0 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.0 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.1 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.10 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.11 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.12 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.13 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.14 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.15 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.17 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.18 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.19 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.2 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.20 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.21 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.22 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.23 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.25 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.26 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.27 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.28 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.29 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.3 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.30 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.31 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.32 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.33 All All All
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Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.33 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.34 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.35 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.36 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.37 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.38 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.39 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.4 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.5 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.6 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.7 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.8 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.6.9 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.0 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.1 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.10 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.11 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.12 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.13 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.14 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.15 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.16 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.17 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.18 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.19 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.2 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.20 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.3 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.4 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.5 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.6 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.7 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.8 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.7.9 All All All

Application Pivotal Software Cloud Foundry Elastic Runtime 1.8.0 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.0 All All All
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Application Pivotal Software Cloud Foundry Ops Manager 1.7.1 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.10 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.11 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.12 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.2 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.3 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.4 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.5 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.6 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.7 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.8 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.9 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.8.0 All All All
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Application Pivotal Software Cloud Foundry Ops Manager 1.7.11 All All All
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Application Pivotal Software Cloud Foundry Ops Manager 1.7.3 All All All
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Application Pivotal Software Cloud Foundry Ops Manager 1.7.6 All All All
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Application Pivotal Software Cloud Foundry Ops Manager 1.7.8 All All All

Application Pivotal Software Cloud Foundry Ops Manager 1.7.9 All All All
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