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CVE CVE-2016-6652
State PUBLIC
Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2016-10-05 16:59:00 UTC
Updated 2017-07-01 01:30:00 UTC

Description SQL injection vulnerability in Pivotal Spring Data JPA before 1.9.6 (Gosling SR6) and 1.10.x before 1.10.4 (Hopper SR4), w
i

/ |

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Pivotal Software Spring Data Jpa 1.10.2 All All All
Application Pivotal Software Spring Data Jpa 1.10.2 All All All
Application Pivotal Software Spring Data Jpa All All All All

References |
Reference

[DATAJPA-965] Mapping Sort instances to ORDER BY expressions should be restricted to fields for manually defined queries - Spring JIRA
Pivotal Spring Data JPA CVE-2016-6652 SQL Injection Vulnerability

CVE-2016-6652 Spring Data JPA Blind SQL Injection Vulnerability | Security | Pivotal

DATAJPA-965 - Fix potential blind SQL injection in Sort when used in ... - spring-projects/spring-data-jpa@b8e7fec - GitHub

MariaDB and MySQL: Multiple vulnerabilities (GLSA 201701-01) — Gentoo security

CVE Program record
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No vendor comments have been submitted for this CVE.
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710332 Gentoo Linux MariaDB and MySQL Multiple Vulnerabilities (GLSA 201701-01)
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