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Summary

CVE CVE-2016-6663

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-13 21:59:00 UTC

Updated 2019-03-05 18:23:00 UTC

Description Race condition in Oracle MySQL before 5.5.52, 5.6.x before 5.6.33, 5.7.x before 5.7.15, and 8.x before 8.0.1; MariaDB before 5.5.52, 10.0.x before 10.0.28, and 10.1.x before 10.1.18; Percona Server before 5.5.51-38.2, 5.6.x before 5.6.32-78-1, and 5.7.x before 5.7.14-8; and Percona XtraDB Cluster before 5.5.41-37.0, 5.6.x before 5.6.32-25.17, and 5.7.x before 5.7.14-26.17 allows local users with certain permissions to gain privileges by leveraging use of my_copystat by REPAIR TABLE to repair a MyISAM table.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mariadb Mariadb All All All All

Application Mariadb Mariadb All All All All

Application Oracle Mysql 8.0 All All All

Application Oracle Mysql 8.0 All All All

Application Oracle Mysql All All All All

Application Oracle Mysql All All All All

Application Oracle Mysql All All All All

Application Percona Percona Server All All All All

Application Percona Percona Server All All All All

Application Percona Xtradb Cluster All All All All

Application Percona Xtradb Cluster All All All All
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RETIRED: Oracle MySQL CVE-2016-5616 Local Security Vulnerability BID
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Red Hat Customer Portal REDHAT
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Red Hat Customer Portal REDHAT

MariaDB 5.5.52 Release Notes - MariaDB Knowledge Base CONFIRM
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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