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CVE CVE-2016-6663
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2016-12-13 21:59:00 UTC
Updated 2019-03-05 18:23:00 UTC

Description Race condition in Oracle MySQL before 5.5.52, 5.6.x before 5.6.33, 5.7.x before 5.7.15, and 8.x before 8.0.1; MariaDB befc
i)

/ |

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mariadb Mariadb All All All All

Application Mariadb Mariadb All All All All

Application Oracle Mysal 8.0 All All All

Application Oracle Mysql 8.0 All All All

Application Oracle Mysql All All All All

Application Oracle Mysql All All All All

Application Oracle Mysaql All All All All

Application Percona Percona Server All All All All

Application Percona Percona Server All All All All

Application Percona Xtradb Cluster All All All All

Application Percona Xtradb Cluster All All All All
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RETIRED: Oracle MySQL CVE-2016-5616 Local Security Vulnerability BIl
Red Hat Customer Portal RE
MySQL :: MySQL 8.0 Release Notes :: Changes in MySQL 8.0.1 (Not yet released, Development Milestone) CC
Red Hat Customer Portal RE
oss-security - Re: CVE-2016-6662 - MySQL Remote Root Code Execution / Privilege Escalation ( 0day ) ML
Percona responds to CVE-2016-6663 and CVE-2016-6664 - Percona Database Performance Blog CC
Oracle Critical Patch Update - October 2016 CC
Full Disclosure: MySQL / MariaDB / PerconaDB - Privilege Escalation / Race Condition Exploit [CVE-2016-6663 / OCVE-2016-5616] FL
Red Hat Customer Portal RE
MariaDB 5.5.52 Release Notes - MariaDB Knowledge Base CC
MySQL :: MySQL 5.5 Release Notes :: Changes in MySQL 5.5.52 (2016-09-06, General Availability) CC
MariaDB 10.0.28 Release Notes - MariaDB Knowledge Base CC
Red Hat Customer Portal RE
MySQL-Maria-Percona-PrivEscRace-CVE-2016-6663-5616-Exploit MI
MySQL :: MySQL 5.7 Release Notes :: Changes in MySQL 5.7.15 (2016-09-06, General Availability) CC
Red Hat Customer Portal RE
Red Hat Customer Portal RE
MySQL / MariaDB / PerconaDB 5.5.x/5.6.x/5.7.x - 'mysql' System User Privilege Escalation / Race Condition EX
Oracle MySQL CVE-2016-6663 Unspecified Security Vulnerability Bl
MySQL :: MySQL 5.6 Release Notes :: Changes in MySQL 5.6.33 (2016-09-06, General Availability) CC
don't use my_copystat in the server - MariaDB/server@347eeef - GitHub CC
CVE Program record C\
NVD vulnerability detail N\
4 ‘ W{g

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378301 Virtuozzo Linux Security Update for mysgl-libs (VZLSA-2017:0184)
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