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Summary

CVE CVE-2016-6903

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-24 19:59:00 UTC

Updated 2017-04-27 19:14:00 UTC

Description lshell 0.9.16 allows remote authenticated users to break out of a limited shell and execute arbitrary commands.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lshell Project Lshell 0.9.16 All All All

Application Lshell Project Lshell 0.9.16 All All All

References

Reference

1369345 – (CVE-2016-6902, CVE-2016-6903) CVE-2016-6902 CVE-2016-6903 lshell: Shell outbreak vulnerabilities via bad syntax parse and multiline commands

[security] MAJOR issue: catch ctrl escapes (Closes #149) · ghantoos/lshell@e72dfcd · GitHub

oss-security - Re: CVE Request: lshell: shell outbreak vulnerabilities via bad syntax parse and multiline commands

SECURITY ISSUE: Escape possible using special keys · Issue #149 · ghantoos/lshell · GitHub

#834946 - lshell: CVE-2016-6903: Shell outbreak with multiline commands - Debian Bug report logs

lshell Multiple Security Bypass Vulnerabilities

[security] parse quoted strings for possible commands #147, #148, #149 by ghantoos · Pull Request #153 · ghantoos/lshell · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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