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Certain versions of Air Sdk Compiler from Adobe contain the following
vulnerability:

Adobe AIR SDK & Compiler before 23.0.0.257 on Windows does not
support Android runtime-analytics transport security, which might allow
remote attackers to obtain sensitive information by leveraging access
to a network over which analytics data is sent.

CVSS3 Score: 7.5 - HIGH
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CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Advisory: Insecure transmission of data in
Android applications developed with Adobe
AIR [CVE-2016-6936] | Nightwatch
Cybersecurity

wwws.nightwatchcybersecurity.com

text/html

 MISC
wwws.nightwatchcybersecurity.com/2016/09/14/advisory-
insecure-transmission-of-data-in-android-applications-
developed-with-adobe-air-cve-2016-6936/

CVE-2016-6936 has been assigned by  psirt@adobe.com to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2016-6936/mitre
https://cve.report/CVE-2016-6936/nist
https://cve.report/CVE-2016-6936/cve_org
https://cve.report/CVE-2016-6936.pdf
http://cve.report/software/adobe/air_sdk__compiler
http://cve.report/vendor/adobe
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://wwws.nightwatchcybersecurity.com/2016/09/14/advisory-insecure-transmission-of-data-in-android-applications-developed-with-adobe-air-cve-2016-6936/


← Previous ID Next ID→

Adobe AIR SDK & Compiler CVE-2016-6936
Remote Security Vulnerability

cve.report (archive)

text/html

 BID 92926

Adobe AIR SDK & Compiler Lets Remote
Users Obtain Runtime Analytic Information
on the Target Android-Based System in
Certain Cases - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1036792

Adobe Security Bulletin Vendor Advisory

helpx.adobe.com

text/html

 CONFIRM
helpx.adobe.com/security/products/air/apsb16-31.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Air Sdk Compiler 22.0.0.153 All All All

Application Adobe Air Sdk Compiler 22.0.0.153 All All All

Application Adobe Air Sdk Compiler 22.0.0.153 All All All

Operating
System

Apple Mac Os X - All All All

Operating
System

Apple Mac Os X - All All All

Operating
System

Microsoft Windows - All All All

Operating
System

Microsoft Windows - All All All

No vendor comments have been submitted for this CVE
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