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Summary

CVE CVE-2016-7051

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-14 18:59:00 UTC

Updated 2019-10-10 12:19:00 UTC

Description XmlMapper in the Jackson XML dataformat component (aka jackson-dataformat-xml) before 2.7.8 and 2.8.x before 2.8.4 allows remote attackers to conduct server-side request forgery (SSRF) attacks via vectors related to a DTD.

Risk And Classification

Problem Types: CWE-611 | CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fasterxml Jackson-dataformat-xml All All All All

Application Fasterxml Jackson-dataformat-xml 2.8.0 - All All

Application Fasterxml Jackson-dataformat-xml 2.8.0 rc1 All All

Application Fasterxml Jackson-dataformat-xml 2.8.0 rc2 All All

Application Fasterxml Jackson-dataformat-xml 2.8.1 All All All

Application Fasterxml Jackson-dataformat-xml 2.8.2 All All All

Application Fasterxml Jackson-dataformat-xml 2.8.3 All All All

Application Fasterxml Jackson-dataformat-xml All All All All

Application Fasterxml Jackson-dataformat-xml 2.8.0 - All All

Application Fasterxml Jackson-dataformat-xml 2.8.0 rc1 All All

Application Fasterxml Jackson-dataformat-xml 2.8.0 rc2 All All

Application Fasterxml Jackson-dataformat-xml 2.8.1 All All All

Application Fasterxml Jackson-dataformat-xml 2.8.2 All All All

Application Fasterxml Jackson-dataformat-xml 2.8.3 All All All
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Disable `SUPPORT_DTD` for `XMLInputFactory` unless explicitly overridden · Issue #211 · FasterXML/jackson-dataformat-xml · GitHub CONFIRM

1378673 – (CVE-2016-7051) CVE-2016-7051 jackson-dataformat-xml: XmlMapper is vulnerable to SSRF attack CONFIRM

FasterXML Jackson CVE-2016-7051 Server Side Request Forgery Security Bypass Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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