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Summary

CVE CVE-2016-7067

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-10 14:29:00 UTC

Updated 2023-11-07 02:34:00 UTC

Description Monit before version 5.20.0 is vulnerable to a cross site request forgery attack. Successful exploitation will enable an attacker to disable/enable all monitoring for a particular host or disable/enable monitoring for a specific service.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mmonit Monit All All All All

Application Mmonit Monit All All All All

References

Reference Source Link Tags

oss-sec: CVE-2016-7067 - CSRF in Monit Service Manager MLIST seclists.org Mailing List, Third Party Advisory

tildeslash / Monit / commit / c6ec3820e627 — Bitbucket CONFIRM bitbucket.org Exploit, Third Party Advisory

1390111 – (CVE-2016-7067) CVE-2016-7067 monit: CSRF in Monit Service Manager CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

Monit Service Manager CVE-2016-7067 Multiple Cross Site Request Forgery Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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