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Summary

CVE CVE-2016-7069

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-11 13:29:00 UTC

Updated 2019-10-09 23:19:00 UTC

Description An issue has been found in dnsdist before 1.2.0 in the way EDNS0 OPT records are handled when parsing responses from a backend. When dnsdist is configured to add EDNS Client Subnet to a query, the response may contain an EDNS0 OPT record that has to be removed before forwarding the response to the initial client. On a 32-bit system, the pointer arithmetic used when parsing the received response to remove that record might trigger an undefined behavior leading to a crash.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Powerdns Dnsdist All All x86 All

References

Reference Source

1483870 – (CVE-2016-7069) CVE-2016-7069 dnsdist: Crafted backend responses can cause a denial of service CONFIRM

dnsdist CVE-2016-7069 Denial of Service Vulnerability BID

PowerDNS Security Advisory 2017-01 for dnsdist: Crafted backend responses can cause a denial of service — dnsdist documentation CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

754154 SUSE Enterprise Linux Security Update for dnsdist (SUSE-SU-2023:2777-1)

755904 SUSE Enterprise Linux Security Update for dnsdist (SUSE-SU-2023:2760-2)
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