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CVE-2016-7129

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2016-09-12 01:59:07 UTC

2026-05-06 22:30:45 UTC

The php_wddx_process_data function in ext/wddx/wddx.c in PHP before 5.6.25 and 7.x before 7.0.10 allows remote attack

Risk And Classification

|L

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.018580000 probability, percentile 0.831440000 (date 2026-05-06)
Problem Types: CWE-20 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2016-7129/mitre
https://cve.report/CVE-2016-7129/nist
https://cve.report/CVE-2016-7129/cve_org
https://cve.report/api/cve/CVE-2016-7129.json
https://cve.report/CVE-2016-7129.pdf
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
>onfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

w s

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 7.0.0 All All All
Application Php Php 7.0.1 All All All
Application Php Php 7.0.2 All All All
Application Php Php 7.0.3 All All All
Application Php Php 7.04 All All All
Application Php Php 7.0.5 All All All
Application Php Php 7.0.6 All All All
Application Php Php 7.0.7 All All All
Application Php Php 7.0.8 All All All
Application Php Php 7.0.9 All All All
Application Php Php All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified


http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/na
http://cve.report/software/na/n/a

Reference

Fix bug #72749: wddx_deserialize allows illegal memory access - php/php-src@426aeb?2 - GitHub
PHP :: Sec Bug #72749 :: wddx_deserialize allows illegal memory access

PHP Multiple Flaws Let Remote and Local Users Obtain Potentially Sensitive Information, Deny Service, and Execute Arbitrary Code - Securit
PHP 'wddx_deserialize()' Function Denial of Service Vulnerability

[R6] SecurityCenter 5.4.1 Fixes Multiple Vulnerabilities - Security Advisory | Tenable Network Security
PHP: PHP 5 ChangelLog

PHP: Multiple vulnerabilities (GLSA 201611-22) — Gentoo security

PHP: PHP 7 ChangelLog

oss-security - Re: CVE assignment for PHP 5.6.25 and 7.0.10 - and libcurl

Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://github.com/php/php-src/commit/426aeb2808955ee3d3f52e0cfb102834cdb836a5?w=1
https://bugs.php.net/bug.php?id=72749
http://www.securitytracker.com/id/1036680
http://www.securityfocus.com/bid/92758
https://www.tenable.com/security/tns-2016-19
http://www.php.net/ChangeLog-5.php
https://security.gentoo.org/glsa/201611-22
http://www.php.net/ChangeLog-7.php
http://openwall.com/lists/oss-security/2016/09/02/9
http://rhn.redhat.com/errata/RHSA-2016-2750.html
https://www.cve.org/CVERecord?id=CVE-2016-7129
https://nvd.nist.gov/vuln/detail/CVE-2016-7129
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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https://status.cve.report
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