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PUBLIC
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Multiple cross-site scripting (XSS) vulnerabilities in the ZMI page in Zope2 in Plone CMS 5.x through 5.0.6, 4.x through 4.3.
| i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Plone Plone 3.3 All All All
Plone Plone 3.3.1 All All All
Plone Plone 3.3.2 All All All
Plone Plone 3.33 All All All
Plone Plone 3.34 All All All
Plone Plone 3.35 All All All
Plone Plone 3.3.6 All All All
Plone Plone 4.0 All All All
Plone Plone 4.0.1 All All All
Plone Plone 4.0.10 All All All
Plone Plone 4.0.2 All All All
Plone Plone 4.0.3 All All All
Plone Plone 4.0.4 All All All
Plone Plone 4.0.5 All All All
Plone Plone 4.0.7 All All All
Plone Plone 4.0.8 All All All
Plone Plone 4.0.9 All All All
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Application Plone Plone 4.2.7 All All All

Application Plone Plone 4.3 All All All

Application Plone Plone 4.3.1 All All All

Application Plone Plone 4.3.10 All All All

Application Plone Plone 4.3.11 All All All

Application Plone Plone 4.3.2 All All All

Application Plone Plone 4.3.3 All All All

Application Plone Plone 4.3.4 All All All

Application Plone Plone 4.3.5 All All All

Application Plone Plone 43.6 All All All

Application Plone Plone 4.3.7 All All All

Application Plone Plone 43.8 All All All

Application Plone Plone 4.3.9 All All All

Application Plone Plone 5.0 All All All

Application Plone Plone 5.0 al All All

Application Plone Plone 5.0 rci All All

Application Plone Plone 5.0 rc2 All All

Application Plone Plone 5.0 rc3 All All

Application Plone Plone 5.0.1 All All All

Application Plone Plone 5.0.2 All All All

Application Plone Plone 5.0.3 All All All

Application Plone Plone 5.0.4 All All All

Application Plone Plone 5.0.5 All All All

Application Plone Plone 5.0.6 All All All

Application Plone Plone 5.1a1 All All All

Reference Source Link Tags

Full Disclosure: Multiple Vulnerabilities in Plone CMS FULLDISC seclists.org Third Party Advisory
Non-Persistent XSS in Zope2 — Plone.org CONFIRM  plone.org Vendor Advisory
SecurityFocus BUGTRAQ www.securityfocus.com

oss-security - Re: CVE request: Plone multiple vulnerabilities MLIST www.openwall.com Mailing List, Patch,
oss-security - Re: CVE request: Plone multiple vulnerabilities MLIST www.openwall.com Mailing List, Patch,
Plone Multiple Security vulnerabilities BID www.securityfocus.com

Plone CMS 4.3.11 /5.0.6 XSS / Traversal / Open Redirection ~ Packet Storm  MISC packetstormsecurity.com  Exploit, Third Party .
CVE Program record CVE.ORG  www.cve.org canonical
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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