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CVE CVE-2016-7142
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-09-26 15:59:00 UTC
Updated 2020-09-14 12:33:00 UTC
Description The m_sasl module in InspIRCd before 2.0.23, when used with a service that supports SASL_EXTERNAL authentication, ¢

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Inspircd Inspircd All All All All

References |
Reference Source Link
InspIRCd - v2.0.23 released! CONFIRM  www.inspircd.org
oss-security - CVE ID request: certificate spoofing through crafted SASL message in inspircd, charybdis MLIST www.openwall.co
Debian -- Security Information -- DSA-3662-1 inspircd DEBIAN www.debian.org

m_sasl: don't allow AUTHENTICATE with mechanisms with a space - inspircd/inspircd@74fafb7 - GitHub CONFIRM  github.com

oss-security - Re: CVE ID request: certificate spoofing through crafted SASL message in inspircd, charybdis ~ MLIST www.openwall.co
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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