
CVE-2016-7434
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2016-7434

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-13 16:59:00 UTC

Updated 2020-06-18 18:20:00 UTC

Description The read_mru_list function in NTP before 4.2.8p9 allows remote attackers to cause a denial of service (crash) via a crafted mrulist query.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hpe Hpux-ntp All All All All

Application Hpe Hpux-ntp All All All All

Application Ntp Ntp All All All All

Application Ntp Ntp 4.2.7 p100 All All

Application Ntp Ntp 4.2.7 p101 All All

Application Ntp Ntp 4.2.7 p102 All All

Application Ntp Ntp 4.2.7 p103 All All

Application Ntp Ntp 4.2.7 p104 All All

Application Ntp Ntp 4.2.7 p105 All All

Application Ntp Ntp 4.2.7 p106 All All

Application Ntp Ntp 4.2.7 p107 All All

Application Ntp Ntp 4.2.7 p108 All All

Application Ntp Ntp 4.2.7 p109 All All

Application Ntp Ntp 4.2.7 p110 All All

Application Ntp Ntp 4.2.7 p111 All All

Application Ntp Ntp 4.2.7 p112 All All

Application Ntp Ntp 4.2.7 p113 All All
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Application Ntp Ntp 4.2.7 p113 All All

Application Ntp Ntp 4.2.7 p114 All All

Application Ntp Ntp 4.2.7 p115 All All

Application Ntp Ntp 4.2.7 p116 All All

Application Ntp Ntp 4.2.7 p117 All All

Application Ntp Ntp 4.2.7 p118 All All

Application Ntp Ntp 4.2.7 p119 All All

Application Ntp Ntp 4.2.7 p120 All All

Application Ntp Ntp 4.2.7 p121 All All

Application Ntp Ntp 4.2.7 p122 All All

Application Ntp Ntp 4.2.7 p123 All All

Application Ntp Ntp 4.2.7 p124 All All
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Application Ntp Ntp 4.2.7 p131 All All

Application Ntp Ntp 4.2.7 p132 All All
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Application Ntp Ntp 4.2.7 p135 All All

Application Ntp Ntp 4.2.7 p136 All All

Application Ntp Ntp 4.2.7 p137 All All
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Application Ntp Ntp 4.2.7 p145 All All

Application Ntp Ntp 4.2.7 p146 All All

Application Ntp Ntp 4.2.7 p147 All All

Application Ntp Ntp 4.2.7 p148 All All
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Application Ntp Ntp 4.2.7 p187 All All
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Application Ntp Ntp 4.2.7 p446 All All

Application Ntp Ntp 4.2.7 p447 All All

Application Ntp Ntp 4.2.7 p448 All All

Application Ntp Ntp 4.2.7 p449 All All

Application Ntp Ntp 4.2.7 p45 All All

Application Ntp Ntp 4.2.7 p450 All All

Application Ntp Ntp 4.2.7 p451 All All

Application Ntp Ntp 4.2.7 p452 All All

Application Ntp Ntp 4.2.7 p453 All All

Application Ntp Ntp 4.2.7 p454 All All

Application Ntp Ntp 4.2.7 p455 All All

Application Ntp Ntp 4.2.7 p456 All All

Application Ntp Ntp 4.2.7 p457 All All

Application Ntp Ntp 4.2.7 p458 All All

Application Ntp Ntp 4.2.7 p459 All All

Application Ntp Ntp 4.2.7 p46 All All

Application Ntp Ntp 4.2.7 p460 All All

Application Ntp Ntp 4.2.7 p461 All All

Application Ntp Ntp 4.2.7 p462 All All

Application Ntp Ntp 4.2.7 p463 All All

Application Ntp Ntp 4.2.7 p464 All All

Application Ntp Ntp 4.2.7 p465 All All

Application Ntp Ntp 4.2.7 p466 All All

Application Ntp Ntp 4.2.7 p467 All All

Application Ntp Ntp 4.2.7 p468 All All

Application Ntp Ntp 4.2.7 p469 All All

Application Ntp Ntp 4.2.7 p47 All All

Application Ntp Ntp 4.2.7 p470 All All

Application Ntp Ntp 4.2.7 p471 All All

Application Ntp Ntp 4.2.7 p472 All All

Application Ntp Ntp 4.2.7 p473 All All

Application Ntp Ntp 4.2.7 p474 All All

Application Ntp Ntp 4.2.7 p475 All All

Application Ntp Ntp 4.2.7 p476 All All

Application Ntp Ntp 4.2.7 p477 All All

Application Ntp Ntp 4.2.7 p478 All All
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Application Ntp Ntp 4.2.7 p478 All All

Application Ntp Ntp 4.2.7 p479 All All

Application Ntp Ntp 4.2.7 p48 All All

Application Ntp Ntp 4.2.7 p480 All All

Application Ntp Ntp 4.2.7 p481 All All

Application Ntp Ntp 4.2.7 p482 All All

Application Ntp Ntp 4.2.7 p483 All All

Application Ntp Ntp 4.2.7 p484_rc1 All All

Application Ntp Ntp 4.2.7 p485_rc1 All All

Application Ntp Ntp 4.2.7 p486_rc1 All All

Application Ntp Ntp 4.2.7 p49 All All

Application Ntp Ntp 4.2.7 p5 All All

Application Ntp Ntp 4.2.7 p50 All All

Application Ntp Ntp 4.2.7 p51 All All

Application Ntp Ntp 4.2.7 p52 All All

Application Ntp Ntp 4.2.7 p53 All All

Application Ntp Ntp 4.2.7 p54 All All

Application Ntp Ntp 4.2.7 p55 All All

Application Ntp Ntp 4.2.7 p56 All All

Application Ntp Ntp 4.2.7 p57 All All

Application Ntp Ntp 4.2.7 p58 All All

Application Ntp Ntp 4.2.7 p59 All All

Application Ntp Ntp 4.2.7 p6 All All

Application Ntp Ntp 4.2.7 p60 All All

Application Ntp Ntp 4.2.7 p61 All All

Application Ntp Ntp 4.2.7 p62 All All

Application Ntp Ntp 4.2.7 p63 All All

Application Ntp Ntp 4.2.7 p64 All All

Application Ntp Ntp 4.2.7 p65 All All

Application Ntp Ntp 4.2.7 p66 All All

Application Ntp Ntp 4.2.7 p67 All All

Application Ntp Ntp 4.2.7 p68 All All

Application Ntp Ntp 4.2.7 p69 All All

Application Ntp Ntp 4.2.7 p7 All All

Application Ntp Ntp 4.2.7 p70 All All

Application Ntp Ntp 4.2.7 p71 All All
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Application Ntp Ntp 4.2.7 p72 All All

Application Ntp Ntp 4.2.7 p73 All All

Application Ntp Ntp 4.2.7 p74 All All

Application Ntp Ntp 4.2.7 p75 All All

Application Ntp Ntp 4.2.7 p76 All All

Application Ntp Ntp 4.2.7 p77 All All

Application Ntp Ntp 4.2.7 p78 All All

Application Ntp Ntp 4.2.7 p79 All All

Application Ntp Ntp 4.2.7 p8 All All

Application Ntp Ntp 4.2.7 p80 All All

Application Ntp Ntp 4.2.7 p81 All All

Application Ntp Ntp 4.2.7 p82 All All

Application Ntp Ntp 4.2.7 p83 All All

Application Ntp Ntp 4.2.7 p84 All All

Application Ntp Ntp 4.2.7 p85 All All

Application Ntp Ntp 4.2.7 p86 All All

Application Ntp Ntp 4.2.7 p87 All All

Application Ntp Ntp 4.2.7 p88 All All

Application Ntp Ntp 4.2.7 p89 All All

Application Ntp Ntp 4.2.7 p9 All All

Application Ntp Ntp 4.2.7 p90 All All

Application Ntp Ntp 4.2.7 p91 All All

Application Ntp Ntp 4.2.7 p92 All All

Application Ntp Ntp 4.2.7 p93 All All

Application Ntp Ntp 4.2.7 p94 All All

Application Ntp Ntp 4.2.7 p95 All All

Application Ntp Ntp 4.2.7 p96 All All

Application Ntp Ntp 4.2.7 p97 All All

Application Ntp Ntp 4.2.7 p98 All All

Application Ntp Ntp 4.2.7 p99 All All

Application Ntp Ntp 4.2.8 - All All

Application Ntp Ntp 4.2.8 p1 All All

Application Ntp Ntp 4.2.8 p1-beta1 All All

Application Ntp Ntp 4.2.8 p1-beta2 All All

Application Ntp Ntp 4.2.8 p1-beta3 All All
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Application Ntp Ntp 4.2.8 p1-beta4 All All

Application Ntp Ntp 4.2.8 p1-beta5 All All

Application Ntp Ntp 4.2.8 p1-rc1 All All

Application Ntp Ntp 4.2.8 p1-rc2 All All

Application Ntp Ntp 4.2.8 p2 All All

Application Ntp Ntp 4.2.8 p2-rc1 All All

Application Ntp Ntp 4.2.8 p2-rc2 All All

Application Ntp Ntp 4.2.8 p2-rc3 All All

Application Ntp Ntp 4.2.8 p3 All All

Application Ntp Ntp 4.2.8 p3-rc1 All All

Application Ntp Ntp 4.2.8 p3-rc2 All All

Application Ntp Ntp 4.2.8 p3-rc3 All All

Application Ntp Ntp 4.2.8 p4 All All

Application Ntp Ntp 4.2.8 p5 All All

Application Ntp Ntp 4.2.8 p6 All All

Application Ntp Ntp 4.2.8 p7 All All

Application Ntp Ntp 4.2.8 p8 All All

Application Ntp Ntp All All All All

Application Ntp Ntp 4.2.7 p100 All All

Application Ntp Ntp 4.2.7 p101 All All

Application Ntp Ntp 4.2.7 p102 All All

Application Ntp Ntp 4.2.7 p103 All All

Application Ntp Ntp 4.2.7 p104 All All

Application Ntp Ntp 4.2.7 p105 All All

Application Ntp Ntp 4.2.7 p106 All All

Application Ntp Ntp 4.2.7 p107 All All

Application Ntp Ntp 4.2.7 p108 All All

Application Ntp Ntp 4.2.7 p109 All All

Application Ntp Ntp 4.2.7 p110 All All

Application Ntp Ntp 4.2.7 p111 All All

Application Ntp Ntp 4.2.7 p112 All All

Application Ntp Ntp 4.2.7 p113 All All

Application Ntp Ntp 4.2.7 p114 All All

Application Ntp Ntp 4.2.7 p115 All All

Application Ntp Ntp 4.2.7 p116 All All

Application Ntp Ntp 4.2.7 p117 All All
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Application Ntp Ntp 4.2.7 p117 All All

Application Ntp Ntp 4.2.7 p118 All All

Application Ntp Ntp 4.2.7 p119 All All

Application Ntp Ntp 4.2.7 p120 All All

Application Ntp Ntp 4.2.7 p121 All All

Application Ntp Ntp 4.2.7 p122 All All

Application Ntp Ntp 4.2.7 p123 All All

Application Ntp Ntp 4.2.7 p124 All All

Application Ntp Ntp 4.2.7 p125 All All

Application Ntp Ntp 4.2.7 p126 All All

Application Ntp Ntp 4.2.7 p127 All All

Application Ntp Ntp 4.2.7 p128 All All

Application Ntp Ntp 4.2.7 p129 All All

Application Ntp Ntp 4.2.7 p130 All All

Application Ntp Ntp 4.2.7 p131 All All

Application Ntp Ntp 4.2.7 p132 All All

Application Ntp Ntp 4.2.7 p133 All All

Application Ntp Ntp 4.2.7 p134 All All

Application Ntp Ntp 4.2.7 p135 All All

Application Ntp Ntp 4.2.7 p136 All All

Application Ntp Ntp 4.2.7 p137 All All

Application Ntp Ntp 4.2.7 p138 All All

Application Ntp Ntp 4.2.7 p139 All All

Application Ntp Ntp 4.2.7 p140 All All

Application Ntp Ntp 4.2.7 p141 All All

Application Ntp Ntp 4.2.7 p142 All All

Application Ntp Ntp 4.2.7 p143 All All

Application Ntp Ntp 4.2.7 p144 All All

Application Ntp Ntp 4.2.7 p145 All All

Application Ntp Ntp 4.2.7 p146 All All

Application Ntp Ntp 4.2.7 p147 All All

Application Ntp Ntp 4.2.7 p148 All All

Application Ntp Ntp 4.2.7 p149 All All

Application Ntp Ntp 4.2.7 p150 All All

Application Ntp Ntp 4.2.7 p151 All All

Application Ntp Ntp 4.2.7 p152 All All
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Application Ntp Ntp 4.2.7 p77 All All
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Application Ntp Ntp 4.2.7 p80 All All

Application Ntp Ntp 4.2.7 p81 All All

Application Ntp Ntp 4.2.7 p82 All All
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Application Ntp Ntp 4.2.8 p2 All All

Application Ntp Ntp 4.2.8 p2-rc1 All All

Application Ntp Ntp 4.2.8 p2-rc2 All All

Application Ntp Ntp 4.2.8 p2-rc3 All All

Application Ntp Ntp 4.2.8 p3 All All

Application Ntp Ntp 4.2.8 p3-rc1 All All

Application Ntp Ntp 4.2.8 p3-rc2 All All

Application Ntp Ntp 4.2.8 p3-rc3 All All

Application Ntp Ntp 4.2.8 p4 All All

Application Ntp Ntp 4.2.8 p5 All All

Application Ntp Ntp 4.2.8 p6 All All

Application Ntp Ntp 4.2.8 p7 All All

Application Ntp Ntp 4.2.8 p8 All All
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