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Summary

CVE CVE-2016-7442

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-10-03 16:09:00 UTC

Updated 2018-10-09 20:00:00 UTC

Description The Frontend component in Sophos UTM with firmware 9.405-5 and earlier allows local administrators to obtain sensitive password information by reading the "value" field of the proxy user settings in "system settings / scan settings / anti spam" configuration tab.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sophos Unified Threat Management Software All All All All

References

Reference

Sophos UTM Access Control Flaw Lets Remote Authenticated Administrative Users View Certain Passwords on the Target System - SecurityTracker

Sophos UTM Multiple Local Information Disclosure Vulnerabilities

SecurityFocus

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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