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essamnncrrnumsuenay — Gertain versions of Php from Php contain the following vulnerability:

Zend/zend_exceptions.c in PHP, possibly 5.x before 5.6.28 and 7.x
before 7.0.13, allows remote attackers to cause a denial of service
(infinite loop) via a crafted Exception object in serialized data, a related
issue to CVE-2015-8876.

CVE-2016-7478 has been assigned by g’ cve@checkpoint.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

Check Point discovers three Zero-Day Vulnerabilities in @ MISC blog.checkpoint.com/2016/12/27/check-point-
web programming language PHP 7 | Check Point Blog discovers-three-zero-day-vulnerabilities-web-
programming-language-php-7



https://cve.report/
https://cve.report/CVE-2016-7478/mitre
https://cve.report/CVE-2016-7478/nist
https://cve.report/CVE-2016-7478/cve_org
https://cve.report/CVE-2016-7478.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://blog.checkpoint.com/2016/12/27/check-point-discovers-three-zero-day-vulnerabilities-web-programming-language-php-7

PHP :: Bug #73093 :: Unserialize Exception object can

lead to infinite loop Vendor Advisory
bugs.php.net
text/ntml

MISC bugs.php.net/bug.php?id=73093

YouTube PP @ MISC www.youtube.com/watch?v=LDcaPstAuPk
www.youtube.com
text/html

Third Party Advisory @ MISC blog.checkpoint.com/wp-
blog.checkpoint.com content/uploads/2016/12/PHP_Technical_Report.pdf
application/pdf

PHP CVE-2016-7478 Remote Denial Of Service cve.report (archive) (%) BID 95150
Vulnerability text/html

September 2017 PHP Vulnerabilities in NetApp Products security.netapp.com ] CONFIRM security.netapp.com/advisory/ntap-
| NetApp Product Security text/html 20180112-0001/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 5.0.0 All All All
Application Php Php 5.0.0 betal All All
Application Php Php 5.0.0 beta2 All All
Application Php Php 5.0.0 beta3 All All
Application Php Php 5.0.0 beta4 All All
Application Php Php 5.0.0 rci All All
Application Php Php 5.0.0 rc2 All All
Application Php Php 5.0.0 rc3 All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.0.4 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All

Application Php Php 51.4 All All All
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Php

cpe:2.3:a:php:php:5.0.0:* % "

cpe:2.3:a:php:php:5.0.0:betat

Skuk Kk k k.

rip
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Skk Lk akkuk.

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:a:php:php:5.0.0:rct

Skk ok akkuk,

cpe:2.3:a:php:php:5.0.0:re3: " "%

cpe:2.3:a:php:php:5.0.1:*

cpe:2.3:a:php:php:5.0.2:* %

cpe:2.3:a:php:php:5.0.3:* "

cpe:2.3:a:php:php:5.0.4:*

cpe:2.3:a:php:php:5.0.5:* % "

cpe:2.3:a:php:php:5.1.0:" "

cpe:2.3:a:php:php:5.1. 1%

cpe:2.3:a:php:php:5.1.2: %" "™

cpe:2.3:a:php:php:5.1.3: %" "™

cpe:2.3:a:php:php:5.1.4: %"

cpe:2.3:a:php:php:5.1.5: %" "™

cpe:2.3:a:php:php:5.1.6:" %" %"

cpe:2.3:a:php:php:5.2.0: %" "

cpe:2.3:a:php:php:5.2.1: %" =™

dkukakkakakak.

cpe:2.3:a:php:php:5.2.11 % =

dkukakkakakak.

cpe:2.3:a:php:php:5.2.12:%:%* ™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.13:%:"** ™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.14:*:%* ™

R

cpe:2.3:a:php:php:5.2.15: %% ™

dkkak Lk akakuk.

cpe:2.3:a:php:php:5.2.16:*:*:** "™

cpe:2.3:a:php:php:5.2.17:* % ™

cpe:2.3:a:php:php:5.2.2:%****



cpe:2.3:a:php:php:5.2.3: % "™

cpe:2.3:a:php:php:5.2.4: "

cpe:2.3:a:php:php:5.2.5:* "

cpe:2.3:a:php:php:5.2.6:*:** "™

cpe:2.3:a:php:php:5.2. 7"

cpe:2.3:a:php:php:5.2.8:*** "

cpe:2.3:a:php:php:5.2.9:* " "

cpe:2.3:a:php:php:5.3.0:*

cpe:2.3:a:php:php:5.3.1 "

dkakak kR akak.

cpe:2.3:a:php:php:5.3.10:* "%

dkakakakakakak.

cpe:2.3:a:php:php:5.3.11 """



cpe:2.3:a:php:php:5.3.3: "™

cpe:2.3:a:php:php:5.3.4:*

cpe:2.3:a:php:php:5.3.5:" "

cpe:2.3:a:php:php:5.3.6:*:* "

cpe:2.3:a:php:php:5.3.7:*

cpe:2.3:a:php:php:5.3.8:* """

cpe:2.3:a:php:php:5.3.9:*

cpe:2.3:a:php:php:5.4.0:*

cpe:2.3:a:php:php:5.4.1:*

dkakak kR akak.

cpe:2.3:a:php:php:5.4.10:* """ ™

dkakakakakakak.

cpe:2.3:a:php:php:5.4.11 >

R

cpe:2.3:a:php:php:5.4.16:rc1: "%

dkkakkakakak.

cpe:2.3:a:php:php:5.4.17:%:% x>

I

cpe:2.3:a:php:php:5.4.18:*:"* ™
cpe:2.3:a:php:php:5.4.19:%:%:* ™
cpe:2.3:a:php:php:5.4.2:* %%

cpe:2.3:a:php:php:5.4.21:* % ™

AnnD iarnhnsnhn R A DD Fkokak ko,



LRk kR Lk akak.

cpe:2.3:a:php:php:5.4.25:* "

LRk kR ok akak.

cpe:2.3:a:php:php:5.4.26:* "

LRk kR Lk akak.

cpe:2.3:a:php:php:5.4.27:*

dkukakak ok akak.

cpe:2.3:a:php:php:5.4.28:*** %
cpe:2.3:a:php:php:5.4.29:**** "
cpe:2.3:a:php:php:5.4.3:*

cpe:2.3:a:php:php:5.4.30: " "

dkakak kR akak.

cpe:2.3:a:php:php:5.4.34: 7

dk Rk ok akakak.

cpe:2.3:a:php:php:5.4.35: """ ™

cpe:2.3:a:php:php:5.4.5: %" %"

cpe:2.3:a:php:php:5.4.6:**:*:" "

cpe:2.3:a:php:php:5.4. 7% "

cpe:2.3:a:php:php:5.4.8:****:*

cpe:2.3:a:php:php:5.4.9:* % "

cpe:2.3:a:php:php:5.5.0:* % "

KRk okakak.

cpe:2.3:a:php:php:5.5.0:alpha2:*:*:*:*:*:*:



Skk ok ak ok uk,

cpe:2.3:a:php:php:5.5.0:beta2:*:*:*:*:*:*:

Skk Lk k Lk uk,

cpe:2.3:a:php:php:5.5.0:betad:*:*:**:*:*:

Sk Lk ak ok k k.

cpe:2.3:a:php:php:5.5.0:betad:*:*:*:*:*:*:

Skak ok ak ok ak,

cpe:2.3:a:php:php:5.5.0:rct

Skak ok akkuk,

cpe:2.3:a:php:php:5.5.0:rc2:*:**:**:*:

cpe:2.3:a:php:php:5.5.1: " "™

dkakak ok akakak.

cpe:2.3:a:php:php:5.5.10: """ ™



cpe:2.3:a:php:php:5.5.3: "™

Lk Lk k kR akak.

cpe:2.3:a:php:php:5.5.30: "

LRk kR ok akak.

cpe:2.3:a:php:php:5.5.32:*** "

LRk Lk ak ok akak.

cpe:2.3:a:php:php:5.5.33: " "%

LRk ak kR akak,

cpe:2.3:a:php:php:5.5.34:*** "%

LRk ak kR akak.

cpe:2.3:a:php:php:5.5.35: """

dkakakak ok akak.

cpe:2.3:a:php:php:5.5.36:*:***:**:*:
cpe:2.3:a:php:php:5.5.37:* """
cpe:2.3:a:php:php:5.5.4:** 1
cpe:2.3:a:php:php:5.5.5: %"
cpe:2.3:a:php:php:5.5.6: %" "™
cpe:2.3:a:php:php:5.5.7: " "™

cpe:2.3:a:php:php:5.5.8: %" "™

cpe:2.3:a:php:php:5.5.9: " "™

skukakakakak.

cpe:2.3:a:php:php:5.6.0:betat:™:*:*:*:*:*:

skakakakakak.

cpe:2.3:a:php:php:5.6.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.1:* % "

dkkakkakakuk.

cpe:2.3:a:php:php:5.6.10: " ™

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:5.6.11:% % ™

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:5.6.12: " "



dk Kk kR akak.

cpe:2.3:a:php:php:5.6.13: " "

dk Lk k kR ukak.

cpe:2.3:a:php:php:5.6. 14 "

dkukk kR akak.

cpe:2.3:a:php:php:5.6.15: " "

LRk kR ok ukak.

cpe:2.3:a:php:php:5.6.16:* """ *:

dkakak kR akak.

cpe:2.3:a:php:php:5.6.17:* "

dkak kR ok akak.

cpe:2.3:a:php:php:5.6.18: " "
cpe:2.3:a:php:php:5.6.19: " "
cpe:2.3:a:php:php:5.6.2:* """

cpe:2.3:a:php:php:5.6.20:** " *:*:

dkakak kR akak.

cpe:2.3:a:php:php:5.6.21:**** " "

sk akak kR akak.

cpe:2.3:a:php:php:5.6.22:* """ *:™:

dkakakak ok ak k.

cpe:2.3:a:php:php:5.6.23:* """ ™

cpe:2.3:a:php:php:7.0.0: %" "

cpe:2.3:a:php:php:7.0.1: "

cpe:2.3:a:php:php:7.0.2:* % "

cpe:2.3:a:php:php:7.0.3: %"

cpe:2.3:a:php:php:7.0.4: % "

cpe:2.3:a:php:php:7.0.5: % "

cpe:2.3:a:php:php:7.0.6:* % "

cpe:2.3:a:php:php:7.0. 7%

cpe:2.3:a:php:php:7.0.8:* % "



cpe:2.3:a:php:php:7.0.9: "™
cpe:2.3:a:php:php:5.0.0:*

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:

Skk Lk ak Lk uk,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Sk Lk kk Lk uk

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skak ok ak ok uk,

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skk ok kkuk,

cpe:2.3:a:php:php:5.0.0:rct

Sk ok kkk k.

cpe:2.3:a:php:php:5.0.0:rc2:* "%
cpe:2.3:a:php:php:5.0.0:rc3:* "%
cpe:2.3:a:php:php:5.0.1:*
cpe:2.3:a:php:php:5.0.2:* % "
cpe:2.3:a:php:php:5.0.3:" %" "™
cpe:2.3:a:php:php:5.0.4: %" "
cpe:2.3:a:php:php:5.0.5: %"
cpe:2.3:a:php:php:5.1.0: %" "™
cpe:2.3:a:php:php:5.1.1: %" ™
cpe:2.3:a:php:php:5.1.2: %" "™
cpe:2.3:a:php:php:5.1.3: %" "™
cpe:2.3:a:php:php:5.1.4: % ="
cpe:2.3:a:php:php:5.1.5: %" "™
cpe:2.3:a:php:php:5.1.6:" %" "
cpe:2.3:a:php:php:5.2.0: """
cpe:2.3:a:php:php:5.2.1: ="
cpe:2.3:a:php:php:5.2.10: " ™

I

cpe:2.3:a:php:php:5.2.11:%:% ™

I

cpe:2.3:a:php:php:5.2.12:%:%* ™

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:5.2.13:%:% % ™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.14*:*:* ™

dk Lk k Lk akakuk.

cpe:2.3:a:php:php:5.2.15: "



dk Lk ak kR akak.

cpe:2.3:a:php:php:5.2.16: "

dkak Lk k ok akak.

cpe:2.3:a:php:php:5.2. 17

cpe:2.3:a:php:php:5.2.2:* "

cpe:2.3:a:php:php:5.2.3:*

cpe:2.3:a:php:php:5.2.4:*

cpe:2.3:a:php:php:5.2.5:* "

cpe:2.3:a:php:php:5.2.6:* """

cpe:2.3:a:php:php:5.2. 7"

cpe:2.3:a:php:php:5.2.8:** """

cpe:2.3:a:php:php:5.2.9:* """

cpe:2.3:a:php:php:5.3.0: %" "™

cpe:2.3:a:php:php:5.3.1: %" "™



dk Lk ak kR akak.

cpe:2.3:a:php:php:5.3.27:

dk Kk kR kR,

cpe:2.3:a:php:php:5.3.28: "

cpe:2.3:a:php:php:5.3.3:* "

cpe:2.3:a:php:php:5.3.4:*

cpe:2.3:a:php:php:5.3.5:"

cpe:2.3:a:php:php:5.3.6:*:* "

cpe:2.3:a:php:php:5.3.7:*

cpe:2.3:a:php:php:5.3.8:* """

cpe:2.3:a:php:php:5.3.9:** "

cpe:2.3:a:php:php:5.4.0: %" "™

cpe:2.3:a:php:php:5.4.1 %" ™

I

cpe:2.3:a:php:php:5.4.17:%:% x>

dkakakkakakak.

cpe:2.3:a:php:php:5.4.18:* % ™

cpe:2.3:a:php:php:5.4.19: % ™

rne'? R:arnhnnhn-R 4 D-*-* -k kkokk.
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SRk kR ok ukak.

cpe:2.3:a:php:php:5.4.21

LRk kR Rk k.

cpe:2.3:a:php:php:5.4.22:* "

LRk kR ok akak.

cpe:2.3:a:php:php:5.4.23:*

LRk kR ok akak,

cpe:2.3:a:php:php:5.4.24 %

dkak kR ok akak.

cpe:2.3:a:php:php:5.4.25:*

LRk kR ok ak k.

cpe:2.3:a:php:php:5.4.26:* """

dk Kk kR akak.

cpe:2.3:a:php:php:5.4.27:* =

LRk ak kR akak.

cpe:2.3:a:php:php:5.4.28:** """
cpe:2.3:a:php:php:5.4.29: " "%
cpe:2.3:a:php:php:5.4.3: %" "™

dk Rk ok akakak.

cpe:2.3:a:php:php:5.4.30:" """

cpe:2.3:a:php:php:5.4.5:* % "

cpe:2.3:a:php:php:5.4.6:* % "

cpe:2.3:a:php:php:5.4.7:**x "

cpe:2.3:a:php:php:5.4.8:** "

cpe:2.3:a:php:php:5.4.9:* % "



cpe:2.3:a:php:php:5.5.0: "™

dkakakakukuk.

cpe:2.3:a:php:php:5.5.0:alphat:*:*:*:*:*:*:

KRk ok kuk.

cpe:2.3:a:php:php:5.5.0:alpha2:*:*:*:*:*:*:

KRk ok akuk.

cpe:2.3:a:php:php:5.5.0:alpha3:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:a:php:php:5.5.0:alphad:*:*:*:*:*:*:

KRk akakak.

cpe:2.3:a:php:php:5.5.0:alphab:*:*:*:*:*:*:

Rk kR Rk,

cpe:2.3:a:php:php:5.5.0:alpha6:*:*:*:*:*:*:

Skk ok ak Lk ak.

cpe:2.3:a:php:php:5.5.0:betat:*:*:**:*:*:

Skak ok akakak,

cpe:2.3:a:php:php:5.5.0:beta2:*:*:**:*:*:

Skak ok kkuk,

cpe:2.3:a:php:php:5.5.0:betad:*:*:**:*:*:

Skak ok akakuk,

cpe:2.3:a:php:php:5.5.0:betad:*:*:*:*:*:*:



LRk kR ok akuk.

cpe:2.3:a:php:php:5.5.29: " " **:*:
cpe:2.3:a:php:php:5.5.3:* "

cpe:2.3:a:php:php:5.5.30: " **:*:

LRk kR ok akak,

cpe:2.3:a:php:php:5.5.31: ™

dk Rk kR akak.

cpe:2.3:a:php:php:5.5.32:* """

LRk ak kR akak.

cpe:2.3:a:php:php:5.5.33: " 1 *:*:

LRk ak kR akak.

cpe:2.3:a:php:php:5.5.34:** 1 "%

dk Kk kR akak.

cpe:2.3:a:php:php:5.5.35: """

dkakakakakakak.

cpe:2.3:a:php:php:5.5.36:* " " **:™:

cpe:2.3:a:php:php:5.5.4: %" "™

cpe:2.3:a:php:php:5.5.5: %" "™

cpe:2.3:a:php:php:5.5.6:"* """

cpe:2.3:a:php:php:5.5.7: " %"

cpe:2.3:a:php:php:5.5.8: %" :"*:

cpe:2.3:a:php:php:5.5.9: " "™

akakukokakuk.

cpe:2.3:a:php:php:5.6.0:alphab:*:*:*:*:*:*:

Skakakakakak.

cpe:2.3:a:php:php:5.6.0:betat:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.1: "™



dk Lk ak kR akak.

cpe:2.3:a:php:php:5.6.10: " "

dkak kR ok akak.

cpe:2.3:a:php:php:5.6.11

LRk kR ok akak.

cpe:2.3:a:php:php:5.6.12:* "

LRk kR ok ukak.

cpe:2.3:a:php:php:5.6.13:* " "

LRk kR ok akak,

cpe:2.3:a:php:php:5.6.14:*

dkak kR akakak.

cpe:2.3:a:php:php:5.6.15: "

Lk kR kR ok ak.

cpe:2.3:a:php:php:5.6.16:* """ *:

dk Kk kR ok ak.

cpe:2.3:a:php:php:5.6.17:*** "

dkakak kR akak.

cpe:2.3:a:php:php:5.6.19:**** 1" *:

cpe:2.3:a:php:php:5.6.2: %" " "

dkakakakakakak.

cpe:2.3:a:php:php:5.6.20:* """ *:™:

cpe:2.3:a:php:php:7.0.0: "

cpe:2.3:a:php:php:7.0.1: "

dkukakkakakak.

cpe:2.3:a:php:php:7.0.10: " ™

dkkakkakakak.

cpe:2.3:a:php:php:7.0.12:%:% ™

cpe:2.3:a:php:php:7.0.2:* % "

cpe:2.3:a:php:php:7.0.3:** "

cpe:2.3:a:php:php:7.0.4:* %

cpe:2.3:a:php:php:7.0.5:% %



cpe:2.3:a:php:php:7.0.6:™ "
cpe:2.3:a:php:php:7.0.7:
cpe:2.3:a:php:php:7.0.8:*: "™

cpe:2.3:a:php:php:7.0.9:*

No vendor comments have been submitted for this CVE
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