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The ReadPSDChannelPixels function in coders/psd.c in ImageMagick allows remote attackers to cause a denial of service

Risk And Classification

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Imagemagick Imagemagick - All All All
Imagemagick Imagemagick - All All All

References

Reference

1

Source

Fixed overflow. - ImageMagick/ImageMagick@6f1879d - GitHub CONFIRM

Bug #1533442 “out-of-bounds read in coders/psd.c:797 ReadPSDChan...” : Bugs : imagemagick package : Ubuntu  CONFIRM

Added check for bit depth 1. - ImageMagick/ImageMagick@198fffa - GitHub CONFIRM
Added missing call to ConstrainColormaplndex. - ImageMagick/ImageMagick@e14fd0a - GitHub CONFIRM
Rewrite reading pixel values. - ImageMagick/ImageMagick@280215b - GitHub CONFIRM
oss-security - Re: CVE Requests: Various ImageMagick issues (as reported in the Debian BTS) MLIST

out-of-bounds read in coders/psd.c:797 ReadPSDChannelPixels - Issue #83 - ImageMagick/ImageMagick - GitHub ~ CONFIRM

1378739 — (CVE-2016-7514) CVE-2016-7514 ImageMagick: out-of-bounds read in coders/psd.c CONFIRM
ImageMagick 'coders/psd.c' Heap Buffer Overflow Vulnerability BID

CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link

github.com
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github.com
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github.com
bugzilla.rec
WWw.secur
Www.cve.o

nvd.nist.go

AR R AR AR A ﬂ
BARBRAAAAARRAIAAARA |


https://cve.report/
https://cve.report/CVE-2016-7514/mitre
https://cve.report/CVE-2016-7514/nist
https://cve.report/CVE-2016-7514/cve_org
https://cve.report/api/cve/CVE-2016-7514.json
https://cve.report/CVE-2016-7514.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
https://github.com/ImageMagick/ImageMagick/commit/6f1879d498bcc5cce12fe0c5decb8dbc0f608e5d
https://bugs.launchpad.net/ubuntu/+source/imagemagick/+bug/1533442
https://github.com/ImageMagick/ImageMagick/commit/198fffab4daf8aea88badd9c629350e5b26ec32f
https://github.com/ImageMagick/ImageMagick/commit/e14fd0a2801f73bdc123baf4fbab97dec55919eb
https://github.com/ImageMagick/ImageMagick/commit/280215b9936d145dd5ee91403738ccce1333cab1
http://www.openwall.com/lists/oss-security/2016/09/22/2
https://github.com/ImageMagick/ImageMagick/issues/83
https://bugzilla.redhat.com/show_bug.cgi?id=1378739
http://www.securityfocus.com/bid/93122
https://www.cve.org/CVERecord?id=CVE-2016-7514
https://nvd.nist.gov/vuln/detail/CVE-2016-7514

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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