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CVE CVE-2016-7520
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2017-04-20 18:59:00 UTC
Updated 2017-05-09 12:39:00 UTC
Description Heap-based buffer overflow in coders/hdr.c in ImageMagick allows remote attackers to cause a denial of service (out-of-boi
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Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Imagemagick Imagemagick - All All All
Application Imagemagick Imagemagick - All All All

References

Reference Source
1378747 — (CVE-2016-7520) CVE-2016-7520 ImageMagick: heap-buffer-overflow read in coders/hdr.c CONFIRM
ImageMagick Multiple Heap Overflow Vulnerabilities BID
oss-security - Re: CVE Requests: Various ImageMagick issues (as reported in the Debian BTS) MLIST

https://bugs.launchpad.net/ubuntu/+source/imagemagick/+bug/1537213 - ImageMagick/ImageMagick@14e606d - GitHub CONFIRM

Bug #1537213 “out-of-bounds read in coders/hdr.c:622” : Bugs : imagemagick package : Ubuntu CONFIRM
heap-buffer-overflow in coders/hdr.c:622 - Issue #90 - ImageMagick/ImageMagick - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2016-7520/mitre
https://cve.report/CVE-2016-7520/nist
https://cve.report/CVE-2016-7520/cve_org
https://cve.report/api/cve/CVE-2016-7520.json
https://cve.report/CVE-2016-7520.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
https://bugzilla.redhat.com/show_bug.cgi?id=1378747
http://www.securityfocus.com/bid/93131
http://www.openwall.com/lists/oss-security/2016/09/22/2
https://github.com/ImageMagick/ImageMagick/commit/14e606db148d6ebcaae20f1e1d6d71903ca4a556
https://bugs.launchpad.net/ubuntu/+source/imagemagick/+bug/1537213
https://github.com/ImageMagick/ImageMagick/issues/90
https://www.cve.org/CVERecord?id=CVE-2016-7520
https://nvd.nist.gov/vuln/detail/CVE-2016-7520
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