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CVE CVE-2016-7543
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-19 20:59:00 UTC
Updated 2023-11-07 02:34:00 UTC
Description Bash before 4.4 allows local users to execute arbitrary commands with root privileges via crafted SHELLOPTS and PS4 en

/ |
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 23 All All All

Operating System Fedoraproject Fedora 24 All All All

Operating System Fedoraproject Fedora 25 All All All

Operating System Fedoraproject Fedora 23 All All All

Operating System Fedoraproject Fedora 24 All All All

Operating System Fedoraproject Fedora 25 All All All

Application Gnu Bash All All All All

Reference Source Link 1

[SECURITY] Fedora 23 Update: bash-4.3.42-5.fc23 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org T

Red Hat Customer Portal REDHAT access.redhat.com

GNU Bash CVE-2016-7543 Local Command Execution Vulnerability BID www.securityfocus.com T
[SECURITY] Fedora 25 Update: bash-4.3.43-4.fc25 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Red Hat Customer Portal REDHAT rhn.redhat.com

Bash: Multiple vulnerabilities (GLSA 201701-02) — Gentoo Security GENTOO security.gentoo.org T

[SECURITY] Fedora 24 Update: bash-4.3.42-7.fc24 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org T
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https://access.redhat.com/errata/RHSA-2017:1931
http://www.securityfocus.com/bid/93183
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/F7XOQSHU63Y357NHU5FPTFBM6I3YOCQB/
http://rhn.redhat.com/errata/RHSA-2017-0725.html
https://security.gentoo.org/glsa/201701-02
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/OU3C756YPHDAAPFX76UGZBAQQQ5UMHS5/

[SECURITY] Fedora 24 Update: bash-4.3.42-7.fc24 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

HPE NonStop Server Bash Shell Lets Local Users Obtain Root Privileges - SecurityTracker SECTRACK www.securitytracker.com
Document Display | HPE Support Center CONFIRM h20566.www2.hpe.com
oss-security - CVE-2016-7543 -- bash SHELLOPTS+PS4 MLIST www.openwall.com N
Bash-4.4 Release available MLIST lists.gnu.org F
[SECURITY] Fedora 23 Update: bash-4.3.42-5.fc23 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 25 Update: bash-4.3.43-4.fc25 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org T
CVE Program record CVE.ORG WWW.Cve.org 9
NVD vulnerability detail NVD nvd.nist.gov c
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710387 Gentoo Linux Bash Multiple Vulnerabilities (GLSA 201701-02)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/OU3C756YPHDAAPFX76UGZBAQQQ5UMHS5/
http://www.securitytracker.com/id/1037812
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05388115
http://www.openwall.com/lists/oss-security/2016/09/26/9
https://lists.gnu.org/archive/html/bug-bash/2016-09/msg00018.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/Z2VRBSIPZDZ75ZQ2DLITHUIDW4W26KVR/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/F7XOQSHU63Y357NHU5FPTFBM6I3YOCQB/
https://www.cve.org/CVERecord?id=CVE-2016-7543
https://nvd.nist.gov/vuln/detail/CVE-2016-7543
http://cve.report/qid/710387
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2016-7543
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


