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CVE CVE-2016-7553
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-27 22:59:00 UTC
Updated 2023-11-07 02:34:00 UTC
Description The buf.pl script before 2.20 in Irssi before 0.8.20 uses weak permissions for the scrollbuffer dump file created between upg
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Risk And Classification

Problem Types: CWE-275

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Irssi Buf.pl All All All All

Reference Source Link Tags
irssi.org/security/buf_pl_sa_2016.txt CONFIRM irssi.org Patct
[SECURITY] Fedora 25 Update: irssi-0.8.20-2.fc25 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Third
Fix disclosure via filesystem - irssi/scripts.irssi.org@f1b1eb1 - GitHub CONFIRM  github.com Patct
Irssi 'buf.pl' Local Information Disclosure Vulnerability BID www.securityfocus.com  Third
oss-security - CVE Request: irssi: information disclosure vulnerabilit in buf.pl MLIST www.openwall.com Mailir
oss-security - Re: CVE Request: irssi: information disclosure vulnerabilit in buf.pl MLIST www.openwall.com Mailir
[SECURITY] Fedora 25 Update: irssi-0.8.20-2.fc25 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canol
NVD vulnerability detail NVD nvd.nist.gov canol
q H

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2016-7553/mitre
https://cve.report/CVE-2016-7553/nist
https://cve.report/CVE-2016-7553/cve_org
https://cve.report/api/cve/CVE-2016-7553.json
https://cve.report/CVE-2016-7553.pdf
http://cve.report/vendor/irssi
http://cve.report/software/irssi/buf.pl
https://irssi.org/security/buf_pl_sa_2016.txt
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7OM3WHWQ7RIAOZSOZZUM4CUYGKSIAGJJ/
https://github.com/irssi/scripts.irssi.org/commit/f1b1eb154baa684fad5d65bf4dff79c8ded8b65a
http://www.securityfocus.com/bid/93155
http://www.openwall.com/lists/oss-security/2016/09/24/1
http://www.openwall.com/lists/oss-security/2016/09/26/4
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7OM3WHWQ7RIAOZSOZZUM4CUYGKSIAGJJ/
https://www.cve.org/CVERecord?id=CVE-2016-7553
https://nvd.nist.gov/vuln/detail/CVE-2016-7553

670274 EulerOS Security Update for irssi (EulerOS-SA-2021-1803)

670901 EulerOS Security Update for irssi (EulerOS-SA-2021-1306)
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