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CVE CVE-2016-7565
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 18:59:00 UTC
Updated 2018-02-27 02:29:00 UTC
Description install/index.php in Exponent CMS 2.3.9 allows remote attackers to execute arbitrary commands via shell metacharacters ir

/ ]

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Exponentcms Exponent Cms 2.3.9 All All All
Application Exponentcms Exponent Cms 2.3.9 All All All

1|

References

Reference Source

security fix to prevent possible hacking by moving security checks ea... - exponentcms/exponent-cms@4ae457f - GitHub  CONFIRM

oss-security - CVE Request - Exponent CMS 2.3.9 multi-vulnerabilities in install code MLIST
Release v2.4.0 - exponentcms/exponent-cms - GitHub CONFIRM
Changeset: Changeset [4ae457ff1bf80e8b61286cd125ca794b25564e86] by dleffler - Exponent CMS - exponentcms CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2016-7565/mitre
https://cve.report/CVE-2016-7565/nist
https://cve.report/CVE-2016-7565/cve_org
https://cve.report/api/cve/CVE-2016-7565.json
https://cve.report/CVE-2016-7565.pdf
http://cve.report/vendor/exponentcms
http://cve.report/software/exponentcms/exponent_cms
http://cve.report/vendor/exponentcms
http://cve.report/software/exponentcms/exponent_cms
https://github.com/exponentcms/exponent-cms/commit/4ae457ff1bf80e8b61286cd125ca794b25564e86
http://www.openwall.com/lists/oss-security/2016/09/22/6
https://github.com/exponentcms/exponent-cms/releases/tag/v2.4.0
https://exponentcms.lighthouseapp.com/projects/61783/changesets/4ae457ff1bf80e8b61286cd125ca794b25564e86
https://www.cve.org/CVERecord?id=CVE-2016-7565
https://nvd.nist.gov/vuln/detail/CVE-2016-7565
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