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Summary

CVE CVE-2016-7567

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-23 21:59:00 UTC

Updated 2020-04-29 13:26:00 UTC

Description Buffer overflow in the SLPFoldWhiteSpace function in common/slp_compare.c in OpenSLP 2.0 allows remote attackers to have unspecified impact via a crafted string.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openslp Openslp 2.0.0 - All All

Application Openslp Openslp 2.0.0 - All All

References

Reference Source Link Tags

OpenSLP: Multiple vulnerabilities (GLSA 201707-05) — Gentoo Security GENTOO security.gentoo.org Third Party Advisory

OpenSLP 2.0.0 - Multiple Vulnerabilities - Linux local Exploit EXPLOIT-DB www.exploit-db.com Third Party Advisory, VDB Entry

OpenSLP / Code / Commit [34fb3a] CONFIRM sourceforge.net Third Party Advisory

oss-security - Re: CVE Request - OpenSLP 2.0 Memory Corruption MLIST www.openwall.com Mailing List, Third Party Advisory

OpenSLP 'common/slp_compare.c' Remote Buffer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

oss-security - CVE Request - OpenSLP 2.0 Memory Corruption MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2016-7567/mitre
https://cve.report/CVE-2016-7567/nist
https://cve.report/CVE-2016-7567/cve_org
https://cve.report/CVE-2016-7567.pdf
http://cve.report/vendor/openslp
http://cve.report/software/openslp/openslp
http://cve.report/vendor/openslp
http://cve.report/software/openslp/openslp
https://security.gentoo.org/glsa/201707-05
https://www.exploit-db.com/exploits/45804/
https://sourceforge.net/p/openslp/mercurial/ci/34fb3aa5e6b4997fa21cb614e480de36da5dbc9a/
http://www.openwall.com/lists/oss-security/2016/09/28/1
http://www.securityfocus.com/bid/93186
http://www.openwall.com/lists/oss-security/2016/09/27/4
https://www.cve.org/CVERecord?id=CVE-2016-7567
https://nvd.nist.gov/vuln/detail/CVE-2016-7567
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CVE.report and Source URL Uptime Status status.cve.report

710514 Gentoo Linux OpenSLP Multiple Vulnerabilities (GLSA 201707-05)

901181 Common Base Linux Mariner (CBL-Mariner) Security Update for openslp (7320)

904649 Common Base Linux Mariner (CBL-Mariner) Security Update for openslp (7320-1)
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