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Pacemaker before 1.1.15, when using pacemaker remote, might allow remote attackers to cause a denial of service (node «
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Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Clusterlabs Pacemaker All All All All
Opensuse Leap 42.2 All All All
Opensuse Leap 422 All All All
Opensuse Project Leap 421 All All All
Opensuse Project Leap 421 All All All
Redhat Enterprise Linux High Availability 7.0 All All All
Redhat Enterprise Linux High Availability 7.0 All All All
Redhat Enterprise Linux Resilient Storage 7.0 All All All
Redhat Enterprise Linux Resilient Storage 7.0 All All All
Suse Linux Enterprise High Availability 12 sp2 All All
Suse Linux Enterprise High Availability 12 sp2 All All
Suse Linux Enterprise Software Development Kit 12 sp2 All All
Suse Linux Enterprise Software Development Kit 12 sp2 All All
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openSUSE-SU-2016:3101-1: moderate: Security update for pacemaker

oss-security - Re: CVE request: pacemaker DoS when pacemaker remote is in use

Pacemaker CVE-2016-7797 Remote Denial of Service Vulnerability

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:2869-1: important: Security update for

Fix: remote: cl#5269 - Notify other clients of a new connection only ... - ClusterLabs/pacemaker@5ec24a2 - GitHub
Bug 5269 — DoS: valid authkey should be required for takeover of a Pacemaker remote

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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