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Summary

CVE CVE-2016-7830

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-09 16:29:00 UTC

Updated 2017-06-22 12:37:00 UTC

Description Sony PCS-XG100, PCS-XG100S, PCS-XG100C, PCS-XG77, PCS-XG77S, PCS-XG77C devices with firmware versions prior to Ver.1.51 and PCS-XC1 devices with firmware version prior to Ver.1.22 allow an attacker on the same network segment to bypass authentication to perform administrative operations via unspecified vectors.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sony Pcs-xc1 - All All All

Hardware Sony Pcs-xc1 - All All All

Operating System Sony Pcs-xc1 Firmware All All All All

Hardware Sony Pcs-xg100 - All All All

Hardware Sony Pcs-xg100 - All All All

Hardware Sony Pcs-xg100c - All All All

Hardware Sony Pcs-xg100c - All All All

Hardware Sony Pcs-xg100s - All All All

Hardware Sony Pcs-xg100s - All All All

Operating System Sony Pcs-xg100 Firmware 1.42 All All All

Operating System Sony Pcs-xg100 Firmware 1.50 All All All

Operating System Sony Pcs-xg100 Firmware 1.42 All All All

Operating System Sony Pcs-xg100 Firmware 1.50 All All All

Hardware Sony Pcs-xg77 - All All All

Hardware Sony Pcs-xg77 - All All All

Hardware Sony Pcs-xg77c - All All All

Hardware Sony Pcs-xg77c - All All All
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Hardware Sony Pcs-xg77c - All All All

Hardware Sony Pcs-xg77s - All All All

Hardware Sony Pcs-xg77s - All All All

Operating System Sony Pcs-xg77 Firmware 1.42 All All All

Operating System Sony Pcs-xg77 Firmware 1.50 All All All

Operating System Sony Pcs-xg77 Firmware 1.42 All All All

Operating System Sony Pcs-xg77 Firmware 1.50 All All All

References

Reference Source Link Tags

Sony Professional - Products and Solutions To Redefine Your Business CONFIRM www.sony.co.uk Vendor Advisory

JVN#42070907: Multiple SONY Videoconference Systems do not properly perform authentication JVN jvn.jp Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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