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Summary

CVE CVE-2016-7832

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-09 16:29:00 UTC

Updated 2017-06-14 22:34:00 UTC

Description Cybozu Dezie 8.0.0 to 8.1.1 allows remote attackers to bypass access restrictions to obtain an arbitrary DBM (Cybozu Dezie proprietary format) file via unspecified vectors.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cybozu Dezie 8.0.2 All All All

Application Cybozu Dezie 8.0.3 All All All

Application Cybozu Dezie 8.0.4 All All All

Application Cybozu Dezie 8.0.5 All All All

Application Cybozu Dezie 8.0.6 All All All

Application Cybozu Dezie 8.0.7 All All All

Application Cybozu Dezie 8.1.0 All All All

Application Cybozu Dezie 8.1.1 All All All

Application Cybozu Dezie 8.0.2 All All All

Application Cybozu Dezie 8.0.3 All All All

Application Cybozu Dezie 8.0.4 All All All

Application Cybozu Dezie 8.0.5 All All All

Application Cybozu Dezie 8.0.6 All All All

Application Cybozu Dezie 8.0.7 All All All

Application Cybozu Dezie 8.1.0 All All All

Application Cybozu Dezie 8.1.1 All All All
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References

Reference Source Link Tags

JVN#16781735: Multiple access restriction bypass vulnerabilities in Cybozu Dezie JVN jvn.jp Third Party Advisory, VDB Entry

Cybozu Dezie JVN#16781735 Multiple Security Bypass Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

サイボウズ 不具合情報公開サイト - [CyVDB-1238]ライブラリに関する操作制限回避の脆弱性 CONFIRM support.cybozu.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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