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CVE-2016-7887

PUBLISHED

adobe

CVE Program / NVD first with legacy fallback
2016-12-15 06:59:51 UTC

2026-05-06 22:30:45 UTC

Adobe ColdFusion Builder versions 2016 update 2 and earlier, 3.0.3 and earlier have an important vulnerability that could le

Risk And Classification

|L

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.086250000 probability, percentile 0.924850000 (date 2026-05-11)
Problem Types: CWE-200 | Weak Encryption

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Coldfusion Builder 2016 - All All
Application Adobe Coldfusion Builder 2016 update_1 All All
Application Adobe Coldfusion Builder 2016 update_2 All All
Application Adobe Coldfusion Builder All All All All
Operating System Apple Macos - All All All
Operating System Linux Linux Kernel - All All All
Operating System Microsoft Windows - All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na Adobe ColdFusion Builder 2016 Update 2 And Earlier 3.0.3 And Earlier affected Adobe ColdFusion Builder 2016 update
1

4] [}
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Adobe ColdFusion Builder Unspecified Flaw Lets Remote Users Obtain Potentially Sensitive Information on the Target System - SecurityTract
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Adobe Security Bulletin
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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