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CVE CVE-2016-7958
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-04-12 10:59:00 UTC
Updated 2023-11-07 02:35:00 UTC
Description In Wireshark 2.2.0, the NCP dissector could crash, triggered by packet injection or a malformed capture file. This was addre
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Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wireshark Wireshark 2.2.0 All All All
Application Wireshark Wireshark 2.2.0 All All All

References

Reference Source
code.wireshark Code Review - wireshark.git/commit CONFIRM
Wireshark - wnpa-sec-2016-57 - NCP dissector crash CONFIRM
code.wireshark Code Review - wireshark.git/commit

Wireshark NCP Dissector 'packet-ncp2222.inc' Denial of Service Vulnerability BID
12945 — CMake builds don't register the NCP dissector, so the resulting Wireshark/TShark crashes with NCP packets CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link

code.wit
WWW. Wil
code.wit
WWWw.se:
bugs.wit

WWW.CVI(

nvd.nist.

671108 EulerOS Security Update for wireshark (EulerOS-SA-2019-2425)


https://cve.report/
https://cve.report/CVE-2016-7958/mitre
https://cve.report/CVE-2016-7958/nist
https://cve.report/CVE-2016-7958/cve_org
https://cve.report/CVE-2016-7958.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
https://code.wireshark.org/review/gitweb?p=wireshark.git;a=commit;h=67597cb2457fb843fa97d3f2c87b82dad6f0de07
https://www.wireshark.org/security/wnpa-sec-2016-57.html
https://code.wireshark.org/review/gitweb?p=wireshark.git%253Ba=commit%253Bh=67597cb2457fb843fa97d3f2c87b82dad6f0de07
http://www.securityfocus.com/bid/93463
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12945
https://www.cve.org/CVERecord?id=CVE-2016-7958
https://nvd.nist.gov/vuln/detail/CVE-2016-7958
http://cve.report/qid/671108
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