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Summary

CVE CVE-2016-7980

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-18 17:59:00 UTC

Updated 2017-05-24 01:29:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in ecrire/exec/valider_xml.php in SPIP 3.1.2 and earlier allows remote attackers to hijack the authentication of administrators for requests that execute the XML validator on a local file via a crafted valider_xml request. 

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Spip Spip All All All All

References

Reference

oss-security - Re: SPIP vulnerabilities: request for 5 CVE

SPIP Multiple Security Vulnerabilities

oss-security - SPIP vulnerabilities: request for 5 CVE

Révision 23201 - Report de r23200 : - ?exec=valider_xml n'est executable que par les webmestre... - SPIP - SPIP Core (Forge de développement)

Révision 23202 - Report de r23200 : - ?exec=valider_xml n'est executable que par les webmestre... - SPIP - SPIP Core (Forge de développement)

Révision 23203 - Report de r23093 : Prise en compte complete des entetes HTTP_X_FORWARDED_(FOR... - SPIP - SPIP Core (Forge de développement)

SPIP 3.1.2 Exec Code Cross-Site Request Forgery (CVE-2016-7980) - Sysdream

oss-security - CVE-2016-7980: SPIP 3.1.2 Exec Code Cross-Site Request Forgery

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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