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CVE CVE-2016-7998
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-18 17:59:00 UTC
Updated 2017-05-24 01:29:00 UTC
Description The SPIP template composer/compiler in SPIP 3.1.2 and earlier allows remote authenticated users to execute arbitrary PHI
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Spip Spip All All All All
Reference

Révision 23192 - Report de r23186 : echapper les guillemets dans les noms de fichier pour ne p... - SPIP - SPIP Core (Forge de développeme
SPIP Multiple Security Vulnerabilities

oss-security - Re: SPIP vulnerabilities: request for 5 CVE

oss-security - SPIP vulnerabilities: request for 5 CVE

SPIP 3.1.2 Template Compiler/Composer PHP Code Execution (CVE-2016-7998) - Sysdream

Révision 23189 - Report de r23186 : echapper les guillemets dans les noms de fichier pour ne p... - SPIP - SPIP Core (Forge de développeme
oss-security - Re: SPIP vulnerabilities: request for 5 CVE

Révision 23186 - echapper les guillemets dans les noms de fichier pour ne pas generer du code ... - SPIP - SPIP Core (Forge de développem
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2016-7998/mitre
https://cve.report/CVE-2016-7998/nist
https://cve.report/CVE-2016-7998/cve_org
https://cve.report/api/cve/CVE-2016-7998.json
https://cve.report/CVE-2016-7998.pdf
http://cve.report/vendor/spip
http://cve.report/software/spip/spip
https://core.spip.net/projects/spip/repository/revisions/23192
http://www.securityfocus.com/bid/93451
http://www.openwall.com/lists/oss-security/2016/10/08/6
http://www.openwall.com/lists/oss-security/2016/10/05/17
https://sysdream.com/news/lab/2016-10-19-spip-3-1-2-template-compiler-composer-php-code-execution-cve-2016-7998/
https://core.spip.net/projects/spip/repository/revisions/23189
http://www.openwall.com/lists/oss-security/2016/10/07/5
https://core.spip.net/projects/spip/repository/revisions/23186
https://www.cve.org/CVERecord?id=CVE-2016-7998
https://nvd.nist.gov/vuln/detail/CVE-2016-7998

There are currently no legacy QID mappings associated with this CVE.
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