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SMM call out in all Intel Branded NUC Kits allows a local privileged user to access the System Management Mode and take
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Hardware
Hardware
Hardware
Hardware

Hardware

Vendor Product Version Update Edition Language
Intel Canyon Bios All All All All
Intel Canyon Bios All All All All
Intel Canyon Bios All All All All
Intel Canyon Bios All All All All
Intel Canyon Bios All All All All
Intel Canyon Bios All All All All
Intel Citry Bios All All All All
Intel City Bios ccskim30.86a All All All
Intel City Bios ccskim30.86a All All All
Intel City Bios All All All All
Intel City Bios All All All All
Intel City Bios All All All All
Intel Dn2820fyb - All All All
Intel Dn2820fyb - All All All
Intel Nuc5cpyh - All All All
Intel Nuc5cpyh - All All Al

Intel Nuc5i8mybe - All All All
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Hardware Intel Nucb5i3mybe - All All All
Hardware Intel Nuc5i3ryb - All All All
Hardware Intel Nuc5i3ryb - All All All
Hardware Intel Nuc5i5ryb - All All All
Hardware Intel Nuc5i5ryb - All All All
Hardware Intel Nucbi7rykh - All All All
Hardware Intel Nuc5i7rykh - All All All
Hardware Intel Nucb5pgyh - All All All
Hardware Intel Nuc5pgyh - All All All
Hardware Intel Nuc5ppyh - All All All
Hardware Intel Nuc5ppyh - All All All
Hardware Intel Nuc6i3syb - All All All
Hardware Intel Nuc6i3syb - All All All
Hardware Intel Nuc6i5syb - All All All
Hardware Intel Nuc6i5syb - All All All
Hardware Intel Nuc6i7kyb - All All All
Hardware Intel Nuc6i7kyb - All All All
Hardware Intel Stk1a32sc - All All All
Hardware Intel Stk1a32sc - All All All
Hardware Intel Stk1aw32sc - All All All
Hardware Intel Stk1aw32sc - All All All
Hardware Intel Stk2m3w64cc - All All All
Hardware Intel Stk2m3w64cc - All All All
Hardware Intel Stk2mv64cc - All All All
Hardware Intel Stk2mv64cc - All All All
Operating System Intel Swift Canyon Bios All All All All
Reference Source Link Tags
Multiple Intel Products CVE-2016-8103 Local Privilege Escalation Vulnerability BID www.securityfocus.com  Third Party Advisory
Intel® Product Security Center CONFIRM  security-center.intel.com  Vendor Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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