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Summary

CVE CVE-2016-8202

State PUBLIC

Assigner sirt@brocade.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-08 18:29:00 UTC

Updated 2021-06-22 15:20:00 UTC

Description A privilege escalation vulnerability in Brocade Fibre Channel SAN products running Brocade Fabric OS (FOS) releases earlier than v7.4.1d and v8.0.1b could allow an authenticated attacker to elevate the privileges of user accounts accessing the system via command line interface. With affected versions, non-root users can gain root access with a combination of shell commands and parameters.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Broadcom Fabric Operating System 8.0.1 All All All

Operating System Broadcom Fabric Operating System All All All All

Operating System Brocade Fabric Os 8.0.1b All All All

Operating System Brocade Fabric Os 8.0.1b All All All

Operating System Brocade Fabric Os All All All All

References

Reference Source

Broadcom Inc. | Connecting Everything CONFIRM

Document Display | HPE Support Center CONFIRM

Malformed Request BID

Brocade Fabric OS Command Line Interface Bug Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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