
CVE-2016-8213
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2016-8213

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-23 07:59:00 UTC

Updated 2017-02-11 02:59:00 UTC

Description EMC Documentum WebTop Version 6.8, prior to P18 and Version 6.8.1, prior to P06; and EMC Documentum TaskSpace version 6.7SP3, prior to P02; and EMC Documentum Capital Projects Version 1.9, prior to P30 and Version 1.10, prior to P17; and EMC Documentum Administrator Version 7.0, Version 7.1, and Version 7.2 prior to P18 contain a Stored Cross-Site Scripting Vulnerability that could potentially be exploited by malicious users to compromise the affected system.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Documentum Administrator 7.0 All All All

Application Emc Documentum Administrator 7.1 All All All

Application Emc Documentum Administrator 7.2 All All All

Application Emc Documentum Administrator 7.0 All All All

Application Emc Documentum Administrator 7.1 All All All

Application Emc Documentum Administrator 7.2 All All All

Application Emc Documentum Capital Projects 1.10 All All All

Application Emc Documentum Capital Projects 1.9 All All All

Application Emc Documentum Capital Projects 1.10 All All All

Application Emc Documentum Capital Projects 1.9 All All All

Application Emc Documentum Taskspace 6.7 sp3 All All

Application Emc Documentum Taskspace 6.7 sp3 All All

Application Emc Documentum Webtop 6.8 All All All

Application Emc Documentum Webtop 6.8.1 All All All

Application Emc Documentum Webtop 6.8 All All All

Application Emc Documentum Webtop 6.8.1 All All All
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References

Reference Source

SecurityFocus CONFIRM

Multiple EMC Products CVE-2016-8213 HTML Injection Vulnerability BID

EMC Documentum Webtop and Clients Input Validation Flaw Lets Remote Users Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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