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An issue was discovered in Moxa OnCell OnCellG3470A-LTE, AWK-1131A/3131A/4131A Series, AWK-3191 Series, AWK-
| |

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware

Hardware

Vendor Product Version Update Edition Language
Moxa Awk-1121 - All All All
Moxa Awk-1121 - All All All
Moxa Awk-1121 Firmware All All All All
Moxa Awk-1127 - All All All
Moxa Awk-1127 - All All All
Moxa Awk-1127 Firmware All All All All
Moxa Awk-1131a - All All All
Moxa Awk-1131a - All All All
Moxa Awk-1131a Firmware All All All All
Moxa Awk-3121-m12-rtg - All All All
Moxa Awk-3121-m12-rtg - All All All
Moxa Awk-3121-m12-rtg Firmware All All All All
Moxa Awk-3131-m12-rcc - All All All
Moxa Awk-3131-m12-rcc - All All All
Moxa Awk-3131-m12-rcc Firmware All All All All
Moxa Awk-3131a - All All All
Moxa Awk-3131a - All All All
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Operating System Moxa Awk-3131a Firmware All All All All

Hardware Moxa Awk-3191 - All All All

Hardware Moxa Awk-3191 - All All All

Operating System Moxa Awk-3191 Firmware All All All All

Hardware Moxa Awk-4131a - All All All

Hardware Moxa Awk-4131a - All All All

Operating System Moxa Awk-4131a Firmware All All All All

Hardware Moxa Awk-5232 - All All All

Hardware Moxa Awk-5232 - All All All

Hardware Moxa Awk-5232-m12-rcc - All All All

Hardware Moxa Awk-5232-m12-rcc - All All All

Operating System Moxa Awk-5232-m12-rcc Firmware All All All All

Operating System Moxa Awk-5232 Firmware All All All All

Hardware Moxa Awk-6232 - All All All

Hardware Moxa Awk-6232 - All All All

Operating System Moxa Awk-6232 Firmware All All All All

Hardware Moxa Oncellg3470a-lte - All All All

Hardware Moxa Oncellg3470a-lte - All All All

Operating System Moxa Oncellg3470a-Ite Firmware All All All All

Hardware Moxa Wac-1001 V2 - All All All

Hardware Moxa Wac-1001 V2 - All All All

Operating System Moxa Wac-1001 V2 Firmware All All All All

Hardware Moxa Wac-2004 - All All All

Hardware Moxa Wac-2004 - All All All

Operating System Moxa Wac-2004 Firmware All All All All

Reference Source Link Te
Moxa OnCell Series Products Authentication Bypass and OS Command Execution Vulnerabilities  BID www.securityfocus.com Tt
Moxa OnCell Security Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov Tk
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
/ |

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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