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Summary

CVE CVE-2016-8367

State PUBLISHED

Assigner icscert

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 21:59:01 UTC

Updated 2025-04-20 01:37:25 UTC

Description An issue was discovered in Schneider Electric Magelis HMI Magelis GTO Advanced Optimum Panels, all versions, Magelis GTU Universal Panel, all versions, Magelis STO5xx and STU Small panels, all versions, Magelis XBT GH Advanced Hand-held Panels, all versions, Magelis XBT GK Advanced Touchscreen Panels with Keyboard, all versions, Magelis XBT GT Advanced Touchscreen Panels, all versions, and Magelis XBT GTW Advanced Open Touchscreen Panels (Windows XPe). An attacker can open multiple connections to a targeted web server and keep connections open preventing new connections from being made, rendering the web server unavailable during an attack.

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Problem Types: CWE-400 | Schneider Electric Magelis HMI Resource Consumption

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

https://cve.report/
https://cve.report/CVE-2016-8367/mitre
https://cve.report/CVE-2016-8367/nist
https://cve.report/CVE-2016-8367/cve_org
https://cve.report/api/cve/CVE-2016-8367.json
https://cve.report/CVE-2016-8367.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Hardware Schneider-electric Magelis Gto Advanced Optimum Panel - All All

Operating System Schneider-electric Magelis Gto Advanced Optimum Panel Firmware - All All

Hardware Schneider-electric Magelis Gtu Universal Panel - All All

Operating System Schneider-electric Magelis Gtu Universal Panel Firmware - All All

Hardware Schneider-electric Magelis Sto5 Small Panel - All All

Operating System Schneider-electric Magelis Sto5 Small Panel Firmware - All All

Hardware Schneider-electric Magelis Stu Small Panel - All All

Operating System Schneider-electric Magelis Stu Small Panel Firmware - All All

Hardware Schneider-electric Magelis Xbt Gh Advanced Hand-held Panel - All All

Operating System Schneider-electric Magelis Xbt Gh Advanced Hand-held Panel Firmware - All All

Hardware Schneider-electric Magelis Xbt Gk Advanced Touchscreen Panel With Keyboard - All All

Operating System Schneider-electric Magelis Xbt Gk Advanced Touchscreen Panel With Keyboard Firmware - All All

Hardware Schneider-electric Magelis Xbt Gtw Advanced Open Touchscreen Panel - All All

Operating System Schneider-electric Magelis Xbt Gtw Advanced Open Touchscreen Panel Firmware - All All

Hardware Schneider-electric Magelis Xbt Gt Advanced Touchscreen Panel - All All

Operating System Schneider-electric Magelis Xbt Gt Advanced Touchscreen Panel Firmware - All All

Low

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_gto_advanced_optimum_panel
http://cve.report/vendor/schneider-electric
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http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_gtu_universal_panel
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_gtu_universal_panel_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_sto5_small_panel
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_sto5_small_panel_firmware
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http://cve.report/software/schneider-electric/magelis_stu_small_panel
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http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_xbt_gh_advanced_hand-held_panel
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_xbt_gh_advanced_hand-held_panel_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_xbt_gk_advanced_touchscreen_panel_with_keyboard
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_xbt_gk_advanced_touchscreen_panel_with_keyboard_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_xbt_gtw_advanced_open_touchscreen_panel
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_xbt_gtw_advanced_open_touchscreen_panel_firmware
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_xbt_gt_advanced_touchscreen_panel
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/magelis_xbt_gt_advanced_touchscreen_panel_firmware


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na Schneider Electric Magelis HMI affected Schneider Electric Magelis HMI Not specified

References

Reference Source

Schneider Electric Magelis HMI Resource Consumption Vulnerabilities (Update A) | ICS-CERT af854a3a-2127-422b-91ae-364da2661108

Schneider Electric Magelis HMI Multiple Denial of Service Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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