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Summary

CVE CVE-2016-8377

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 21:59:00 UTC

Updated 2021-10-28 11:55:00 UTC

Description An issue was discovered in Fatek Automation PLC WinProladder Version 3.11 Build 14701. A stack-based buffer overflow vulnerability exists when the software application connects to a malicious server, resulting in a stack buffer overflow. This causes an exploitable Structured Exception Handler (SEH) overwrite condition that may allow remote code execution.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fatek Plc Winproladder - All All All

Operating System Fatek Plc Winproladder Firmware 3.11 build_14701 All All

Hardware Fatek Automation Plc Winproladder - All All All

Hardware Fatek Automation Plc Winproladder - All All All

Operating System Fatek Automation Plc Winproladder Firmware 3.11 build_14701 All All

Operating System Fatek Automation Plc Winproladder Firmware 3.11 build_14701 All All

References

Reference Source Link

Fatek Automation PLC WinProladder 3.11 Build 14701 - Stack-Based Buffer Overflow (Metasploit) EXPLOIT-DB www.exploit-db.com

PLC WinProladder CVE-2016-8377 Stack Buffer Overflow Vulnerability BID www.securityfocus.com

Fatek Automation PLC WinProladder Stack-Based Buffer Overflow Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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