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Summary

CVE CVE-2016-8613

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-31 20:29:00 UTC

Updated 2023-02-12 23:26:00 UTC

Description A flaw was found in foreman 1.5.1. The remote execution plugin runs commands on hosts over SSH from the Foreman web UI. When a job is submitted that contains HTML tags, the console output shown in the web UI does not escape the output causing any HTML or JavaScript to run in the user's browser. The output of the job is stored, making this a stored XSS vulnerability.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Theforeman Foreman 1.5.1 All All All

Application Theforeman Foreman 1.5.1 All All All

References

Reference Source

1387232 – (CVE-2016-8613) CVE-2016-8613 foreman: Stored XSS vulnerability in remote execution plugin MISC

Red Hat Customer Portal MISC

Bug #17066: CVE-2016-8613 - XSS in live output - Foreman Remote Execution - Foreman CONFIRM

Fixes #17066 - escape the life output properly by iNecas · Pull Request #208 · theforeman/foreman_remote_execution · GitHub CONFIRM

Foreman CVE-2016-8613 HTML Injection Vulnerability BID

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC

1387232 – (CVE-2016-8613) CVE-2016-8613 foreman: Stored XSS vulnerability in remote execution plugin CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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